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  . 

 
 Place Note (   - N).       

 . 
 

 Delete (   – Del).       
  . 

 
 Inspect (   – I).     (  

  . .)    . 
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 (User EXEC)   Router> logout 

 (Privileged EXEC) enable.  Router# disable 
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exit, end  

Ctrl-Z 
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    Break.  
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  . . 
        

   ,       
    (   ). 
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 Ethernet 0/1      Ethernet,   

   0       1. 

Router>enable 
Router#configure 
terminal 
Router(config)#hostname 
MainRouter 
MainRouter(config)#banner motd 
/ 
Enter TEXT message. End with the character '/'. 
################ 
# Hello world! # 
################ 
/ 
MainRouter(config)#no 
hostname Router (config)# 
 

        
   interface       ( .  15). 

       exit. 
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Switch(config-line)#exit 
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Switch(config-line)#login 
Switch(config-line)#transport input telnet 
Switch(config-line)#exit 
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Switch# 

 

  

1.    Cisco packet tracer.    . 
2.  ,        . 
3.      .  
4.      : 

a.   ; 
b.   ,            

   ; 
c.          ; 
d.      . 

5.        .  
6.     ping. 
 



  № 3 
   

:  

1.         
   Windows     ; 

2.         ; 
3.    ,    ,  

    . 

 1. 
    Windows     . 

1.      ,   ,  
. 

. Э       « »  
,          

   .  
2.       . 
3.           

    . 
4.   ―   ‖, ―   

 ‖, ― ‖. 

5.    TCP\IP. (ip         
). 

6.   ―  ‖.    (    
) 

.          
,          .  

7.          ―  
   ‖ 

8.          . 
 2.       

1.      ,     
« »  

2.       . 
3.           

     ( ,   (C:)). 
4.     (C:)        

 ,      , ,   
,       ( , User1)   

 Enter. 
5.              

      . 
6.      ,      .  

           
       ,      

 . 
         

  ? 
7.        . 
8.         ,   

    ( , User1). 



9.   ,     ,   
. 

10.   . 
 3.        

1.    ,    ( ,  
User2.txt).      ,      

 



  №4 
  ( , ,  ) 

  

     .   , ,  
   .        TCP/IP.  ,  
  . 

1)  .     .  
2)  .       ,   

       . 
3)  .   IP- .      

  .       . 
4)  . Э    .       

. Э  ,      . 
    MAC- ,     . 

 «  »    .      
  ,    .    

       .   —  
Ethernet (    ), PPP  HDLC (     

). Э     ,  Cisco    CCNA  
 .   . 

 

 
     MAC- ,     .  

   . Х     3-   ,  
  . Э  4        

 .    .        
TCP/IP,     .      

,   ,  IP-     IP- .  
   . 

 
   ,     ,   .  

   (   )         
   .        IP-

  .  MAC-     .    
 .  



 .       IP: 1.1.1.1  MAC: 111. 
  ,   MAC:444.     ,    

 IP- . MAC-    .  ,  IP-    1.1.1.4.  
   ping (    ). 

 ,   MAC-   IP- ,   ARP. (   
«1.1.1.4 —  .  MAC — 444».) 

       .    ,  
         .      
 .  

 ,       .   1.1.1.4   255.255.255.0. 
 ,  3      ,     
    1  254.             

  .  

 
 ,  2-    . ,     . 

  

 
 .    —       

,        .  , , 
 ,    2 .      

 (255.255.255.0). 
     .  ,      

  3-  .    .      
MAC:111  IP:1.1.1.1. Х       .  

       MAC:555  IP:1.1.2.1.    
. 

 
    . 3-   ,  ,     

 (  ).    ,    
    .  ,  ,   , 

    ,     .  
    — 1.1.1.254. А  ,     

1.1.2.254.    .  ,      
,   ,        
,    . 

       MAC:777,   ,  IP:1.1.2.1. 
Э  ,  MAC-       ,     

    .  ,      
 ,    IP- ,  ,      

     .       . 



,    .     MAC-  .     
   : «   1.1.2.1?».    MAC-  555  .  

    «MAC- ».  ,   . 
Э     .       

.    48 ,    24  —   
 ,    IEEE(  

   ).   24   
 .     . ,  

 Windows,   ,  ipconfig /all. 

      ,    , 
   .      , 

    —  Ethernet. IEEE    802.3.  
,  ,    802.3,    . , 802.3z 

—  GigabitEthernet  -  ; 1 / ,  802.3af —  
  Ethernet (PoE — Power over Ethernet). 

    Ethernet (   1973 ),      
   .  

 
 
1) . ,     .  ,   

 ,    . ,      
   ,    .  

2) MAC-  . ,    . 
3) MAC-  .     . 
4)  ( ).     ,    

  ,          « ».  
   ,    46-1500 . 

5)  SNAP/LLC + .   SNAP/LLC    
  . Э    IP, IPX     . 

     ,    . 
6) FCS (  . Frame Check Sequence —   ).    

 - .    ,    . 
 
П    ю.      ,   , 

   ,  -       
    .    ,        

 . 
IP (  а . Internet Protocol).   TCP/IP,     80-
 .        . 

     ,   IP-а а . 
    2  : IPv4  IPv6.    : 

1) IPv4.  32-  ,      
  (  0  255),  . ,  192.168.0.4. 

     . Э      
 . 

2) IPv6.  128-  ,      
   (  0  F). ,  

2001:0db8:11a3:09d7:1f34:8a2e:07a0:765d.      
.      .  

 IP-      ,     
 .     1996   IPv6.    



NAT,    ,      
, ,    ,  IPv6    . 

 ,          .  
,  IP    ,    IP- .  

 
     TCP/IP. Э  а  .    

.       ,   
   . В   ,    . 

2      —  UDP  TCP.   
   ,    UDP,    .     

,    . 

 
 

 ,      .   —      
   .       .    

         
.   ,      —  DHCP, 

TFTP. 
    . В   TCP.  

 
1)     .    ,    UDP,   

 . 
2)  . ,    ,     

      . 
3)  . Э   ,     

 .     ACK. 
4)  .   ,      TCP-  
(       ,   ),    . 
5)  .       .  

   . ,      
. 

6) .           
. 

7)  . , ,     . 
,      .   -     

   .     ,   30 ,   
2-3   20 .    5,  10    . Э   

  .      ,   
     .       

 .        , ,  
   .  ,   .   



   ,      ,      
    .     . 

8)   TCP.   TCP- . 
9)  . Э        
SEQ      URG.   ,   

          
  ( ,      

 ,      ). 
10) .        

.  
11) .   ,     UDP.   

   . 
 

: 

 

1)  Cisco Packet Tracer. 
2)  : 

 
C   :  ,   4-    

,    .  2-  ,   
   .   2  .  
 Ip –    .  

3)     ping,    1-  .  
   ENTER,     . 

   ICMP,      ping.  . 

( ) 

   ? (  4      IP,    ,  
  IPv4.  2   IP-     (SRC:192.168.1.1  

DST:192.168.1.4)) 

 ping   .    MAC-  .  , 
  .      ARP,   

     MAC- . 



4)   .    ? 

5)  ARP      .    ? (1) 

https://habrahabr.ru/post/308636/ 

 

https://habrahabr.ru/post/308636/


  № 5 
  .  .  . 

  

  (shared folders)       
 .  

http://pandia.ru/text/78/408/18807.php 

     
    ,  .    
   . 

       ,     
,     ,   NTFS. 

        ,  
 ,    .     ,  

    . 
     —     

    FAT.  NTFS   FAT . 
   Everyone ( )   Full Control(  ) 
    . 

 Windows Explorer ( )       
 

 

  ( )     .   
  ,   .    

,      .  
 ,      ,    

 .        ,  
 Full Control. 

      
       ,    

  .      
. 

•   .      
,            

 .       
  ,    . ,   Read 



( ) ,   ,   Change ( ),   
  Change,    Read. 

•   .       , 
    ,     ,    . 

•        NTFS   NTFS.  
  ,        FAT,     

NTFS.        NTFS      
     NTFS      
. 

•         .  
  ,   ,   .   

  . 
         

          
  . 

•   ,         
 .  

•    ,      . 
•      ,   

   . ,     
   ,        ,  

 Read. 
•          . 

,     Read    
,           (  

      ). 

   

        
   .         
        . 

      ,    
  .      ,    

        .    
        ,    

  ,  ,    .  
          , 

      . 
•           ,    

     . 
•    Administrators ( )  Full Control (  

)   ,        
  . 

•    Full Control   Everyone ( )    
Read ( )   Users ( ). Э   ,   

 Users      ,   Everyone — 
,      ,      

Guest( ). 
          .   

    ,      .  
   ,        

,   .  ,       ,  
  . 



     :    
,     ;   Users  Change 

( )—         
,    ;       
, ,      .      
, :   ( )  (  ) 

   ,       
;      ,   

( )  . 

    

    ,     .    
      ,     ,  
   .        , 

  ,      ,  
     .    

  :    ,    ,   
   . 

         Administrators 
( )  Power Users (  ).     

 ,    ,   ,       , 
    ,   . 

•      Administrators  Server Operators (  ) 
        . Power Users  

          Windows 
2000 Professional,    . 
•       Administrators  Power Users   

     ,    . 
      NTFS    Read ( ). 

Windows       . Э   
   ($),      , 

  .    ,  
     —     ,  

      
      ,    

.      ,    ($)    
 ,      ,     
     . 

 
: 

1.   C:          2  . 
2.   C:      . 
3.         
4.      ,    Virtual. 

       . 
5.    . 
6.    ,       

  net use. 

   ,       

  



1.     ?    ? 
2.        .  
3.          ? 

 

 

 

 

 

 

 



  № 6 
 ,    . 
 . 

 PING  PING        
  .     ,  
    .       

,         ,  
    ,    ,   

        .  
      ,     , 

       - ,   
 IP-  ( . 1),    .  - , 

         ,   
,  ping  ,     , 

         ,  
          OSI.  

       ,    
,   TCP/IP,     ( , 

  .),      ,  
.  ,     -  

     ,     
   ,  ,      ,  

  ,           
   .        , 

      . -   -  
 32 ,     -    

     -   .  
 TRACERT Э     PING,     

 -      .    
TRACERT   PING   ,       
(Time to Live, TTL).        

   TTL    .  ,  
 TRACERT  TTL=1,   ,   

      TTL, ,      
   (   TTL=0   )   
  ,  IP-  .   , 

      IP-      
  -   TTL=2.  ,   

  ,         ,  
    .  ,    traceroute 

        
,     tracert,     

. Э   tracert       
 :        Web-  

  -    Internet   ,    
.  

 NSLOOKUP  nslookup ( . name server lookup    
) — ,       

   DNS (  , DNS- ).    
      .  

 

   PING, TRACEROUTE  NSLOOKUP  
   .  



  .    PING  
      " "  :   

 ,  " " .    TRACERT 
       " "  : 

   ,  " " .    
NSLOOKUP  IP-    .  

     . 
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      (    
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. 

 3.      2    
. 

 4.        2     , 
   . 

 5.         . 
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   .    
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        5 %)  
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    . 

 

 

1.       , , .  
 ,    . 

2.   10.169.77.19, 172.18.190.59  192.168.55.112   
. 
3.       10.169.77.16/28, 

172.18.190.16/27  192.168.55.112/29. 
4.     172.16.10.0/24  10 
  8-14   .    ? 
5.    10.1.5.0/24  2   50-60 

, 2   25-30 , 2   10-12 , 2 
  5 – 6  
6.         

 : 172.16.16.0/24, 172.16.17.0/24, 172.16.18.0/24, 172.16.19.0/24? 

7.  . 

 : 

1.        , , ? 
2.         ? 
3.     ? 
4.        ? 
5.    ? 
6.        ? 
7.      ? 

 

 



  № 9. 
  . DHCP, NAT. 

 

  

1)  DHCP –       
   . DHCP     

 Cisco     .    
DHCP    Cisco. ,     

 DHCP  –       .  DHCP 
       ,      

,         
( , NAT, DHCP  . .)      . 
DCHP        

: 

1. IP  
2.   
3.   
4. DNS  
5.   

Э     DHCP,       
 . ,    ,   
      . ,   DHCP  

    .       
 ,  TFTP       (       – 
 ,     ). 

 , ,  , ,  ,    
   «    DHCP».      IP 

     : 

1.    .       
     –  ,    – 

ffff.ffff.ffff,     –     ,  
  255.255.255.255.  DHCP   «DHCP 

discover». 
2.         . DHCP 

 (      )  .  
     -   (      

   mac-  )    ip   -  
 (lease time).       .    

        ip  
 mac. Э   «DHCP offer». 

3.      (    )  
    .     mac   ip  mac 

 ip    «DHCP request» –    
. 

4.        -   (lease time). 
     ,   .    

   .        ARP 
   , ,     – 

«DCHP Acknowledge». 

http://ciscotips.ru/nat


5.   . 

  ,    ,   DHCP      
 ,          

 .   ,    ,     ,  
 Ip     ,    : ,   
   ,      . 

 ,     DHCP  192.168.1.0/24   
192.168.1.11. 

R1#configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z. 
R1(config)#ip dhcp excluded-address 192.168.1.1 192.168.1.10 

       192.168.1.1  192.168.1.10.   
      ( ),   
         .   
    DHCP –    ,    

      .   , , 
 DNS    192.168.1.5,   .  

 : 

R1(config)#ip dhcp pool MY-POOL 
R1(dhcp-config)#network 192.168.1.0 255.255.255.0 
R1(dhcp-config)#default-router 192.168.1.1 
R1(dhcp-config)#domain-name my-domain.com 
R1(dhcp-config)#dns-server 192.168.1.5 
R1(dhcp-config)#exit 

     192.168.1.0/24 (      ),  
    192.168.1.1 –  .    

  : 

R1(config)#interface fa0/0 
R1(config-if)#ip address 192.168.1.1 255.255.255.0 
R1(config-if)#no shutdown  
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up 
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up 
R1(config-if)#exit 
R1(config)#exit 
R1# 
%SYS-5-CONFIG_I: Configured from console by console 

 ,    ,     : 

R1#show ip dhcp binding  
IP address       Client-ID/              Lease expiration        Type 
                 Hardware address 
192.168.1.11     000A.F337.2447           --                     Automatic 

 

 

http://netclo.ru/nastroyka-nat-v-cisco/


2)  NAT 

NAT (Network address translation) —    . 
 NAT      IPv4:   

1990-    IPv4-     .   
 NAT   ,     . ,  

     IP — IPv6.    
  IP- ,   NAT — . ,  

          IPv4   
  IPv6   .      NAT. 

   NAT  ,   «  IP», 
      .  IP-    

 , ,  IP-    .   
«  IP- »,           

.    NAT,     IP-  
 .  «  IP- »   . 

 

  NAT,   IP-     
,     .      

  ,     .  
 Cisco IOS     NAT: 

1.   NAT —   IP-    
 IP.      NAT 

        
 IP- ,     . 

2.   NAT —   Ip-   
  .     IP-   

     Ip-   . 
3.    PAT —     

         IP-
. PAT       TCP/UDP-  . 

      . 

 

  NAT       
 Ip- .   . 

 



 ISP       200.1.1.0. 
  NAT   ,     

  ,       200.1.1.0.   
  IP-    ,     

  .       Ip-
 10.1.1.1   200.1.1.1.    10.1.1.2  

 200.1.1.2.     NAT  Cisco. 

   NAT   Cisco    
     .     

   ( )   ( ) IP- . 
 ,   ,     

  NAT,         
.  ,        

    . 

   : 

NAT_GW>enable -     
NAT_GW#configure terminal -     
NAT_GW(config)#interface fa0/0 -       
NAT_GW(config-if)#description LAN -   
NAT_GW(config-if)#ip address 192.168.1.1 255.255.255.0 -   -  
NAT_GW(config-if)#no shutdown -    
NAT_GW(config-if)#ip nat inside -     
NAT_GW(config-if)#exit 
NAT_GW(config)#interface fa0/1 -      
NAT_GW(config-if)#description ISP -   
NAT_GW(config-if)#ip address 100.0.0.253 255.255.255.0 -  Ip   
NAT_GW(config-if)#no shutdown -    
NAT_GW(config-if)#ip nat outside -     
NAT_GW(config-if)#exit 
NAT_GW(config)#ip nat inside source static 192.168.1.2 100.0.0.1 -   

 
NAT_GW(config)#ip nat inside source static 192.168.1.3 100.0.0.2 -   

 
NAT_GW(config)#ip nat inside source static 192.168.1.4 100.0.0.3 -   

 
NAT_GW(config)#ip route 0.0.0.0 0.0.0.0 100.0.0.254 -      

      ip nat inside source static. 
  inside ,  NAT    ,   

  .   source ,  NAT  IP-   
,     .   static ,  

    ,       
NAT      .     

 NAT   ,    
 (inside),    (outside).   ip nat inside  

ip nat outside     . 
     NAT    show ip nat 

translations, show ip nat statistics. 

        NAT,   
.     , ,  

        . Э   



       (hit),    
   ,   NAT   . 

       NAT.  
         

    ,    IP-  
    NAT. ,       

   IP-    200.1.1.1 — 200.1.1.5.  NAT  
      ,    

 10.1.1 

 

    NAT   Cisco -  
     ,   ,    

   .    IP- ,  
,   NAT     ACL 

      IP- ,   
  . ,    : 

1.  ,      ,  
  ip nat inside.  

2.  ,      ,   
 ip nat outside.  

3.   ACL,  ,    
,       NAT 

4.     IP-     
   ip nat pool  -  -  

netmask - .  
5.    NAT,     

 ip nat inside source list -acl pool -   

   : 

NAT_GW>enable -     
NAT_GW#configure terminal -     
NAT_GW(config)#interface fa0/0 -       
NAT_GW(config-if)#description LAN -   
NAT_GW(config-if)#ip address 192.168.1.1 255.255.255.0 -   -  
NAT_GW(config-if)#no shutdown -    
NAT_GW(config-if)#ip nat inside -     
NAT_GW(config-if)#exit 
NAT_GW(config)#interface fa0/1 -      
NAT_GW(config-if)#description ISP -   
NAT_GW(config-if)#ip address 100.0.0.253 255.255.255.0 -  Ip   

http://netclo.ru/nastroyka-acl-v-cisco/


NAT_GW(config-if)#no shutdown -    
NAT_GW(config-if)#ip nat outside -     
NAT_GW(config-if)#exit 
NAT_GW(config)#ip nat pool testPool 100.0.0.1 100.0.0.252 netmask 255.255.255.0-  

  
NAT_GW(config)#access-list 1 permit 192.168.1.1 0.0.0.255 -    1,  

   
 Ip-    192.168.1.1/24 

NAT_GW(config)#ip nat inside source list 1 pool testPool -   
 

NAT_GW(config)#ip route 0.0.0.0 0.0.0.0 100.0.0.254 -     
 

:  

1)    NAT  .    
   

2)    NAT  .    
   

3)  ,     DHCP  X   ip 
 Y.  X  Y   . 
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  DNS- .  - . 

  

    
     ,    ,  
   ,     . 

      IP- ,    
    .      

IP-   ,      .  
       –     

IP- .    (DNS)       
IP-   .        

    ,  .  DNS-
   ,       

 IP- .     , , - ,  
  IP- ,      DNS-    53.  

  IP  DNS- ,    DNS  
 IP  .     DNS-     

,      IP-   - .  
 DNS      ,    

DNS     .   IP-  DNS-  
    .  DNS-     IP-

,        -      
  .  nslookup –    UNIX  

Windows         .  
 :  

•    Windows    ;  
•    Run.  

 :   
1.   DNS.  
.   « »,   « »,   cmd,  

   « ».    .  
.     ping www.cisco.com.   

 www.cisco.com  IP- ,  ,   ICMP . 
 ping    .  

.        www.cisco.com,   IP-
  DNS.    DNS   ,    

    ,   ,   
 Cisco       .  

 
.  IP-    ?  
.     ,     ?  

2.    DNS    nslookup.  
.      nslookup.  
.  DNS-    ?  



.      . Э    
NSLOOKUP.       ,   

 DNS.  
.     ?,     ,   

 NSLOOKUP.  
.   ,      NSLOOKUP.   
.    NSLOOKUP  www.cisco.com.  
.   IP- ?  

.          ping?  
.     IP-     -  Cisco.  

  NSLOOKUP     IP- ,  URL-  
 .    ,  IP ,  

 www.google.com.  
3.       nslookup.  
.     set type=mx,     NSLOOKUP 

  .  
.     www.cisco.com.  
.    :  ,       

(TTL)  ?  
.      exit,      .  
.      ipconfig /all.  
.  IP-       DNS- .  
.   exit,     .  

  
 :  

1.       DNS- ?  
2.  ,   DNS-      ?  
3.     nslookup?  
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   FTP.    . 

 

  

 FTP        . 
FTP         

     .  FTP   
   ,      ,   

     .   FTP  
          

   .  ,   ,   
    ;       

 ,         . 
   ,    . 
   ,     

FTP- ,  ,       
  :   (login –  )   

(password). 
 Web-     FTP-   

  FTP- . , URL- : 
ftp://ftp.ware.ru/pub/win/internet/ftp/dl.zip  ―   FTP-     

  
   FTP-       .   

   ftp     IP-   DNS-  FTP-
.       ,     

FTP        . 
   FTP 

FTP-       . 
• User Interface (   ) —  , 

       FTP-   
. 

User-PI —   . Э      
Server-PI FTP- . 
User-DTP — ,      ,  

  User-PI   - . Э      
  . 

FTP-    . 
• Server-PI — ,     ,   

  User-PI. 
• Server-DTP — ,         
Server-PI.      . 

      

FTP-   FTP-      —    
  .      

 FTP-    ,     
        

х,        . 
        . 

1. FTP-     -  21  ,  
     FTP-    . 

2.     FTP-     
,    :    ,  

  (   ),   ,  , 

ftp://ftp.ware.ru/pub/win/internet/ftp/dl.zip


   (     ASCII),    
 (  ,  ,    . .). 

3.          
      .   

      . 
4.         ,  

   .     
     .  

    FTP-  (      
     ),     , 

       . 
 FTP         

: 
  ; 
  . 

А   

   : 
1.         N (N>1024)  

 21  ; 
2.      N ; 
3.         20    N+1. 

 
    FTP- ,    .   FTP 

      (  )   , 
         . 

  
    

1.       ( ,     
 )  21      N (N>1024); 

2.     P    (P>1024)    
 N  ,      P; 

3.         N+1    P. 
 

 
    ,    FTP- .    

   ,        .  
       . 



 
  FTP-   FTP-  

  FTP      FTP-  
 FTP-  (         

,    ). Э      
. 

• К           , 
    ,  ,    

 . 
К    х    . 

 FTP        (  ASCII  
 ),      ( , , 

),    . 
• К   FTP   ,    

  . ,  RETR  ST0R    
     ,  .     

   .         —  
          

.  DELE, MKD, RMD, LIST   ,  
,        .   

 FTP       ASCII. 
 FTP         

: 
1.  (  -   ); 
2.  ; 
3.   : 

     ; 
     ; 

4.   ; 
5.   
6.  
 : 

 

1.  FTP- . 
FTP-      IIS.      

 ->  ->     
Windows.    IIS     

 :  FTP    IIS.( 1.) 

 
2.  FTP- . 



   ->    ->  -
>   (  :   ->     
->     ).      

       IIS.    
  ,          

FTP- .( 2.) 

 
3.    ftp-       (  

 c:\inetpub\ftproot).( 3) 

 
4.      SSL.     

.  «  ftp-  »  (ftp   
   ).   SSL   «  SSL».( 4) 



 
5.          .( 5) 

 
6.  .        

  (      
).     ,     

   (  6) 

 
7.   —   Windows.   

 ->    ->  Windows ->  
.   «    »    

«FTP-  (  )»  «FTP Server Passive (FTP Passive Traffic-In)». 
    ftp-    .( 7,8) 



 

 
8.   «    »    

«FTP Server (FTP Traffic-Out)».( 9) 



 
9.       (Comodo, Outpost  

. .),        21 (TCP)     
 20 (TCP)  .       

 ,        -
,       .  

 Dlink DI-804HV     Virtual Server. 
10.   . 

    ,    ftp-    
 (   )      (  

,      ). ,    
    ,       

 . 
   ->    ->  -

>   (  ->     ->    
 ).        

(         ).   
  ,     .( 10) 

 



11.    —  FTP,  (   
)    .( 11) 

 
12.    .      

      .(  12) 

 
13.    (  ftp_user_1),  (   6 

),     «    
»  «     ».(  13) 

 
14.  .       

  ftp.         



 «   ».      
 ,  .    ->  -> 
.    .    FTP  

 Ok.   (  14) 

 
15.  Ok     . 

   ftp-        
(c:\inetpub\ftproot).    «  FTP»   

    .  c:\inetpub  ,  
  ftproot,        
.          

«  FTP» (    ).    — 
«  »   . (  15) 

 
16.  .     IIS    ftp-

 (Test FTP).    ftp-   «   
FTP».   .      
«     ».      

    (  FTP),     
        . (  16) 



 
17.    . 

        ,   
    (      ->  FTP-

 -> ). 
 ? 

    Windows.    
         

(ftp://192.168.10.4).          : 
ftp://[  ]:[ ]@[  ftp- ].  
ftp://ftp_user_1:qwerty@192.168.10.4 —     .  

           . 
 

    

  

 

      .    , 
 – .     ,   

. 
            
  ,    .   

         
     .  

       .  
1.  (Post Office Protocol) -     (  

 );  
2. SMTP (Simple Mail Transfer Protocol) -    .  

        – IMAP (Internet 

Message Access Protocol),  ,  ,   
         .   

 , ,      ,   
  . 

А    – ,      
 «  » . 

      : 
_ @ _  



       . Э    ,  
  ,      .  @  
     .      

    .  , ,   
          

   ,     .   
      . 

        , 
 ,   . .     

     Outlook Express. 

       
         . 

    . 

1.    .  
       

.  
2.   . А   –       

  . Э     ,  
   ,     

. К     ,  
          
 .  

3.  .        
      (  ). 

        
   .  

4.  .      .  
5.  « »  « » .      

    . « »   
  ,       

        . 
«  » ,       

,         
.  

6.      .  
         

       ,   
   .  

  .     

   ,        
  :   ;   ; 

  . 

       
 .       

 , « » (   )   ,    
. 

,  «   »,     
    ,    , 



 .    , - ,  
 ,      ,  

    . - ,    
«  »        .  

     « »  ,   
 « » .       
,     .     
  ,     .  

  «  »       , 
    , –    . 

 –    .  (    
)        .  

     –       
 . 

. 

1.   . 
2.    Outlook Express,     

  .  
3.      Outlook Express 
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   . 

 :    Wi-Fi. 
:  
    ; 

     ; 
       . 

: ,   WiFi. 
 . 

         Wi-Fi, 
      ,   Internet,   

  ,       , 
         , 

,  ,  . 
 Wi-Fi  

-  .        . 
   ,          

  ,   ,   . 
- ,    ,    .  

       ,     
       ,    

 .   / ,     
        .  

 
 Wi-Fi  

-      
-    –   50-100   
-         

        Wi-Fi   
     Wi-Fi     
 IP- .  

 1 .       . 

       ,  
   ,       DHCP- ,  

    . 
.  –   ,   

        .  
        TCP/IP.    

           
,    . 

    TCP/IP  ,     
     . ,     

    ,    .   
 . 

     : 

1.       «   »,  
  « ».     ( .1.). 



 .1. 

2.    «   »,    
      « ».    

 ( .2.). 

    .2. 

3.     «   (TCP/IP)»,  
« ».      ( .3.).   
«   IP- ».    IP-      

 ,    .3. 

    .3. 

  
192.168.0.10 –  IP-    . 
255.255.255.0 –  . Э   ,     

  ,    . 
4.   ,  « »,  « :   

(TCP/IP)» .   «   »  ( .2.) 
 «OK».  

        .   
  IP- ,  ,     , 



 IP-    ,       
.   IP-     ,     

 Wi-Fi          . 

       Wi-Fi    
. 

 2     Wi-Fi  DHCP- . 

1.   Internet Explorer.      : 
http://192.168.0.50/ .Э  IP-    Wi-Fi.    

   .      
           . 

  – admin,  – 12345678    «OK». 

       Wi-Fi. 

2.   Advanced.      . 
3.   DHCP Server.      DHCP-

. 
C   .   Wi-Fi   ,  

  . 

 3     . 

 

.  IP-    : 

1.  ,     ,    
 ,       

   IP- . Э     ,    
. 

2.    -    ,   
      ,    . 

3.         ,   
   . 

 
     IP- . 

 4        . 

 IP-     DHCP- ,  
   .    . 

.  DHCP-     DHCP   ( .)Dynamic Host 
Configuration Protocol —    ) —  

 ,     IP-   
 ,      TCP/IP.   , 

  ,   , DHCP ,     
       IP- . Э    
   ,      

            
. 

http://192.168.0.50/


 5     IP- . 

1.     ,      
. (  «  »). 

2.    1-3,   3-  ,     IP-  
  «  IP-  ». Э     

 IP- .  
3.  « »,  « :   (TCP/IP)» .  

 «   »   «OK». 
 IP-    ! 

 6   IP- . 

 ,    ,      , 
 : 

1.  «  /  /  ».     
  . 

2.    :  
ipconfig   

   IP-      192.168.0.51 
– 192.168.0.200,   IP-   . 



  № 13 

     DMZ. 

  

           
    .       

    ,      , 
       ,    
.         
. 

       ,    
: 

1.    (Web-mail). 
2.    (RDP). 
3. Extranet    (Web-API). 

 1.   

         ,     
(«  »),        . 

      /   (  
— IFW). 

 
 

 1.   
 

         ,     
(«  »),        . 

      /   (  
— IFW). 

      NAT,       
 Port forwarding. 

 : 
1.     IFW (     

,   ). 

https://en.wikipedia.org/wiki/Port_forwarding


2.     ,   
. 

 : 
1.   .   ,    

        ,   
          

 . 
    

     ,        
  (open space) 

 2. DMZ 

      ,   , 
     –   (DMZ). DMZ 

    ,     (IFW)   
  (DFW). 

 
        : 

1.        DMZ   WAN (Wide Area 
Network). 

2.  DMZ     WAN. 
3.  WAN     DMZ. 
4.    WAN  DMZ    . 

 
 

 : 
1.       .    

   ,       , 
    ( ,  ,  

  . .). 
 : 

1.       DMZ    . 
2.   Э   DMZ   . 



    
            

,        ,    
   ,     . DMZ  —       

 . 

 3.    Front-End  Back-End 

 
   ,    DMZ     

  .       
     : Front-End  Back-End.    

    ,     
.  Front-End,     

,   ,   DMZ,   Back-End, 
  ,    .   

   DFW  ,     Front-
End  Back-End. 

 
В к е т е п е  от  ко по т  по то  е , о лу  кл е то  к к 

ут  ет , т к   те ет. Кл е т  ут  пол у т POP3/SMTP,  кл е т   те ет 
от т е е  We - те е . О о  т пе ед е  ко п  т олее 

п о то  по о  е т  е   т т е е о ко по е т   од  е е . те , по 
е е о о  ео од о т  о е пе е  о о о  е оп о т , у к о л 

е  дел т  т ,  т  т , то от е ет  о лу е кл е то   те ет (Front-

End , о т   отдел  е е , кото  по ет  оде т ует  е е о , 
е л у  о т  у к о л Ba k-End . П  то  Front-End е т  DMZ,  Ba k-

End о т ет  о ут е е  е е те. Дл   е ду Front-End  Ba k-End  DFW о д т 
п ло, е ее,  оед е  от Front-End к Ba k-End. 

 

 : 
1.    ,    ,  

« »  Front-End,      
  . ,   TCP SYN Flood  slow http 

read,   ,   ,  Front-End   
 ,     Back-End    

   . 
2.     Back-End       ,   

   ( ,     ) 
     . 

3. Front-End          
 ( , Web application firewall)    

 (IPS,  snort). 

https://ru.wikipedia.org/wiki/Front_end_%D0%B8_Back_end
https://ru.wikipedia.org/wiki/SYN-����
https://webware.biz/?p=3807
https://webware.biz/?p=3807
https://webware.biz/?p=3807


 : 
1.    Front-End  Back-End  DFW  ,  

   DMZ   ,   , 
          DMZ 

( ,     IP spoofing, ARP poisoning  . .) 
2.        Front-End  Back-End. 
3.      -    

 . 
4.            

,      DMZ. 
 

1.         Front-End  Back-End  
 DMZ      ,   

 ,        
     . 

2.    ,   Web- ,  
        Front-End  Back-End, 

 http reverse proxy  ( , nginx)   Front-End 
  ,       . 
,   SYN flood   http reverse proxy ,   

  Back-End   . 
          ,  

       — . 
 Back-End    ,  Front-End  . 

 4.  DMZ 

DMZ   ,   Internet, ,  ,   
  .  DMZ       

    ,     
     DMZ.      ,  

    ,     
: 

1. CAM-table overflow  
2. ARP poisoning 
3. Rogue DHCP Server 
4. DHCP starvation 
5. VLAN hopping 
6. MAC flood 
7. UDP flood 
8. TCP SYN flood  
9. TCP session hijacking 
10. TCP reset  
11.   Web-  
12.           

 ( ,  , PSK  . .) 
13.      , : 
   Web-  — slow reading 
 DNS cache poisoning 

    (     1  10)    
  Ethernet/IP ,     
    MAC  IP . Э    

     : 
1. MAC spoofing; 
2. IP spoofing.  



    DMZ       IP 
 MAC spoofing.  

          
 .    . 

  MAC spoofing 

 ,    MAC ,   
 : 

 
 

      MAC-    
. ,    3     ,   

       MAC-  DE:AD:BE:AF:DE:AD  
  (   ). 

  IP spoofing 

  IP spoofing   ,   ,   
  MAC,  IP- .   IP spoofing     

 IP-  DMZ    IP-      
        MAC- . 

   DMZ,   : 

 
 DMZ  3 : 
   (192.168.100.2) 



   (192.168.100.5) 
 Extranet  (192.168.100.9) 

 
 DMZ  IP-  192.168.100.0/24,     3 IP-  (  

 ): 
 1 — 192.168.100.0/30    (192.168.100.2) 
 2 — 192.168.100.4/30    (192.168.100.5) 
 3 — 192.168.100.8/30    (192.168.100.9) 

           
VLAN. ,    ,      

.  
  VLAN hopping 

          
  (trunk / access) ,      

.  ,      
 native VLAN. 

  ,   DHCP 

   ,  DHCP     IP-
  ,     ,   DHCP 

 IP-   ,     .    
 Rogue DHCP Server, DHCP starvation     DHCP  DMZ. 

   MAC flood 

   MAC flood        
     (   

      (broadcast)). , 
    (unicast)  ,   

MAC ,    . 
   UDP flood 

         MAC flood,  
 ,      IP (L3). 

   TCP SYN flood 

      : 
1.        TCP SYN Cookie. 
2.      (    DMZ  ) 

   ,   TCP SYN. 
 

       Web-  

    ,     
     ( ,    . ., 

, ),         
(IDS/IPS). 

       

         .  
         ,  

    ( , ) .  
   ,   . 

- ,        
,       (  , 

            
  ).  

- ,          , 
         

  ,    . 
          

http://hakipedia.com/index.php/VLAN_Hopping
http://xgu.ru/wiki/VLAN_%E2_Cisco
http://xgu.ru/wiki/VLAN_%E2_Cisco
https://en.wikipedia.org/wiki/Rogue_DHCP
http://hakipedia.com/index.php/DHCP_Starvation
https://en.wikipedia.org/wiki/SYN_cookies
http://www.ptsecurity.ru/ics/webinar_06mar.pdf


IDS/IPS,          
 ,  ,     ( ,  

IP-  ). 
      : 

 
1. DMZ   IP-        . 
2. IP    . DHCP  . 
3.   ,     DMZ,  MAC  

IP ,       
,  TCP SYN . 

4.       , 
  native VLAN. 

5.   DMZ    ,     , 
 TCP SYN Cookie. 

6.    DMZ (    )   
 . 

7.  DMZ-        
IDS/IPS. 
 : 

1.   . 
 : 

1.      . 
2.     . 

    
  DMZ     ,    , 

  DMZ      . 
 5. Back connect 

 
         ,    
  (  /  /  ),  

 .   , ,    
 (       

),      . 
 

          , 
    : 

 ,      (ARP Poisoning, 
CAM table overflow + TCP session hijacking  .); 

 ,       ,  
     DMZ (     

  DFW   IP  MAC spoofing). 
 

  ,     ,  
       ,  ,   
  ( )      ( ,  

   )    . 
 

 ,           
   DMZ,      (     

      ). 
 

       ,   
   ,      .   

  DFW,        DMZ (     



  IP- ),   —      ,  
    . 

 
   ,        

    DMZ        
  .      ,    

DFW. 
 

   ,         
,         

, , ,   SSH  VPN,     
      DMZ    .  

 
       : 

1.    DMZ  SSH/VPN ,       
 SSH/VPN .  

2.           
DMZ.        . 

3.   DMZ         
  ,     . 

4.        , 
 ,   . 

 
     ,     

   OpenVPN,      : 
 .        

 . 
         . 
    . 

    ,       ,   
         ,  

 ,    DMZ,  ,      
,      . ,    

 ,       —      
  ,         IP 

 MAC spoofing.  
 : 

1.         
 . 

2.        . 
3.  ,   ,     

. 
4.      . 
5.     ,    

    ,     
  . 

 : 

https://openvpn.net/
http://www.cryptocom.ru/products/openvpn.html


1.         
 . 

2.        
 (IDS/IPS). 

3.     . 
    
     ,        

,    ,       
      . 

. 
1)    . 
2)  ,    5      

   .?  .     
    . 
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   . 

        
   ,      

    :     
,  ,    .    

        
  . 

     
         

   .     –  
" ".         ( ), 

       
  ( )  .    

     ,    
   ,      .   

  : 
-     ; 
-     ; 
-  ; 
-      ; 
-  ; 
-      ,   . 

    (XSpider, Internet Scanner, LanGuard, Nessus) 
      ,     

  .    ,   
     :   

. -         
"  "   " ". 

        
   , . .      – 

  .         
.        , 

   , . .   .  
  ,   ,     

  . 
           

 : 
-   (Banner check); 
-    (Active probing check); 
-   (Exploit check). 

     " "      
,          . 

         Sendmail,  
             . 
       " ".  

        
 ,       . 

   , ,     
   . 

          
    .  ,   



         
    .     
     , . .     

  –          "Denial of 
service" (   ).       

   ,    ,  
 
Microsoft Baseline Security Analyzer (MBSA) –    

    Windows     
 Microsoft (Internet Information Services, SQL Server, Internet Explorer  .). 

 " Baseline "   MBSA      
,       . MBSA 

       Windows  
         

  .   ,   
,        . MBSA  

 ,     Microsoft    
 XML,     ,    

   Microsoft].    MBSA   
    .       

  . 
 MBSA     Internet Explorer.   
    .      MBSA   

 ,       ,    –  
      

 
 

   "Welcome"     : 
-    (Scan a computer); 
-    (Scan more than one computer); 
-   ,  MBSA  (View existing security 
reports). 

   MBSA      .  
          
( )    Windows.     IP-  

  (    ,    
 MBSA). 

,  MBSA,      
      .    

        
  ,   –   . 



 
 ( )  ,    : 

-   Windows; 
-  ; 
-   IIS; 
-   SQL; 
-    . 

     MBSA     
 Microsoft. ,    "  ", MBSA   

    ,     
  (      ,    

 )   : 
-  ; 
-       ; 
-     ; 
-    "password"; 
-    "admin"  "administrator". 

        . 
      ,      "Start scan" 

( . . 3).    MBSA    , 
    Microsoft Download Center (http://www.microsoft.com/downloads) 

XML- ,     . MBSA  
     cab- , ,   , 

   ,    . 
   MBSA       .  

          . 
   cab-   , MBSA    

( )     ,    
 .  MBSA  XML-     

 ,     .    MBSA 
,      ,   

  :  ,        , 
  . 

   -         
   XML- , MBSA   

  ,      . 
    MBSA    

"View security report"    .    
  ,     "Pick a security report to 



view",    .  MBSA    
 : 

- Security Update Scan Results, 
- Windows Scan Results, 
- Internet Information Services (IIS) Scan Results, 
- SQL Server Scan Results, 
- Desktop Application Scan Results. 

     ,    
 ,        

.          
     . 

.   Microsoft Baseline Security Analyzer  
.         MBSA  

  ,         
 . 
 1.     MBSA    

,        MBSA.     
  2. 

   : 
-   MBSA.   MBSA   : 
http://www.microsoft.com/ 

 2.      MBSA. 
1.         MBSA. 
2. MBSA       ,     
"Welcome to the Microsoft Baseline Security Analyzer".    "Scan a 
computer". 
3.     MBSA,     

.     "Computer name"    
,     MBSA.      

"Check for IIS administrative vulnerabilities" (   IIS). 
4.    "Start scan". 
5.      ,     

     "Filed to download security update 
database".    MBSA      

,     "Curently scanning <  >". 
6.       . 
7.   .     . 
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        . 

  

  TCP/IP   ,    
     . 

  

hostname    .   . 

ipconfig 
      TCP/IP: IP-

,  ,    ,  WINS 
(Windows Internet Naming Service)  DNS (Domain Name System) 

ping 
    TCP/IP 

     . 

tracert 

      
  -   ICMP (Internet Control 

Message Protocol).      
 . 

arp 

       
,     ARP 

(Address Resolution Protocol -     IP-
) 

route 
   IP.  

 ,     IP. 

netstat 
       

TCP/IP. 

nslookup 
      

,   ,    
 ,     DNS. 

 

1.    TCP/IP   ipconfig. 
       TCP/IP    

  TCP/IP.     ipconfig. 
Э     ,   DHCP (Dynamic Host Configuration 
Protocol),      ,    
TCP/IP        DHCP. 

: 
ipconfig [/all | /renew[adapter] | /release] 

: 
all    .      IP- ,   

  ; 
renew[adapter]    DHCP    

; 
release[adapter]   DHCP IP- ; 
adapter –   ; 
displaydns        DNS, 

    . 



 ,  ipconfig  ,    
    IP- : 

   ,   IP- , , ; 
  IP-  ,     0.0.0.0; 
    DHCP     IP- ,    

 0.0.0.0 . 
2.      ping. 

 ping (Packet Internet Grouper)     
TCP/IP    .     

  .  ping    , 
        .  

    ( , ),  
      TCP/IP. 

 ping           
-  ICMP   - . Ping      

     .    
     .     , 

  ping  ,   . 
   4 -   32  (     

  ) -      
 . Ping      , ,  

  ,   ,     (ttl) 
,      . ..      time 

,    (  )     
    .        

  1 ,        1000 . 
    «Request time out» (   ), , 

,     ,     . 
Э       –w. 
Ping        (DNS  NetBIOS),    
IP- .  ping  IP-   ,    – ,  

,         ,    
 . 
 ping   : 

1)   ,  TCP/IP       
,   ping      (loopback address): 

ping 127.0.0.1 
   ,     : 
  127.0.0.1:  =32 <1  TTL=128 
  127.0.0.1:  =32 <1  TTL=128 
  127.0.0.1:  =32 <1  TTL=128 
  127.0.0.1:  =32 <1  TTL=128 

2)    ,        IP-   
,  IP-   : 

ping IP- _ _  
3)  ,          

       ,  IP-    
: 

ping IP- _  
4)          
ping  IP-   : 
ping IP- _   

: 
ping [-t] [-a] [-n count] [-l length] [-f] [-i ttl] [-v tos] [-r count] [-s count] [ [-j host-list] | 



[-k host-list] ] [-w timeout] destination-list 
: 

-t   ping  . Control-Break -    
. Control-C -   ; 

-a         IP- ; 
-n count    ECHO,   count; 
-l length    length  (   8192 ); 
-f      «  ». Э     

      ; 
-i ttl       ttl (    
ttl  ); 
-v tos    « »   tos; 
-r count           

. Count -  1  9 ; 
-s count          ( ). 
Count     ; 
-j host-list      ,   host-
list.        
(   ).     , 

 IP,  9; 
-k host-list     ,   host-list. 

        
(   ).    – 9; 
-w timeout    (timeout)      

 (   – 1 ); 
destination-list   ,      ping. 
3.         tracert. 

Tracert -    .    TTL (time-to-live,  
)  IP     ICMP      

  . 
 tracert      ,  ping,    
,    .       
   (  Internet- ,   ,    )  

,     .   ,   
    (*),    «Destination net unreachable», 

«Destination host unreachable», «Request time out», «Time Exeeded». 
 tracert   :   3  -   

 ,       .     
       (      
 -w).       .  

,   ,     
 TTL  .  ,      

  ( ).      , 
,     -   ICMP 

―Time Exeeded‖ (  ).      -
  TTL=1.  TTL   1       , 

     ,      
 TTL (   30,     -h). 
     ICMP,    

 . 
:        TTL  

    tracert. 
: 

tracert [-d] [-h maximum_hops] [-j host-list] [-w timeout] _ _  



: 
-d ,        ; 
-h maximum_hops      ,   ; 
-j host-list        host-list; 
-w timeout ,       -    . 
4.  arp. 

   ARP –  IP-     
.   ARP-     ARP-  (ARP- ). 

      ,   ARP  
      ,   

  IP- .       :   
.         . 
         

.      .     
 (   2 .)    ,     . 

: 
arp [-s inet_addr eth_addr] | [-d inet_addr] | [-a] 

: 
-s     ; 
-d       IP- ; 
-a         ; 
inet_addr - IP- ; 
eth_addr - MAC- . 
5.  route.  

 route       .  
  :  

route [-f] [-p] [  [ ] [MASK ] [ ] [METRIC ] [IF ]] 
 

: 
-f   . 
-p      ADD   ,  

   .      
   . 

    : 
PRINT -    ; 
ADD -  ; 
DELETE -  ; 
CHANGE -  . 

   
  ;     255.255.255.255 

   
  ; 

  ,       
  PRINT  DELETE      

    .        
. 

      route    
    ( Е  & ) == Е . Е     
,             

. 
       networks.    

   hosts.      
%systemroot%\system32\drivers\etc.         

   route   . 



         ,   
  . 

   route: 
  : 

route add 172.16.6.0 MASK 255.255.255.0 172.16.11.1 METRIC 1 IF 0x1000003 
6.  netstat. 

 netstat        
  (TCP, UDP, IP, ICMP),        

.     ,      
   . 
: 

netstat [-a] [-e] [-n] [-s] [-p protocol] [-r] 
: 

-a          
; 

-e    Ethernet-  ( ,    
 ); 

-n       ( , TCP)    
  .       

IP-          
; 

-s      UDP, TCP, ICMP, IP.  
«/more»    ; 
-r    . 
7.  nslookup. 

 nslookup     DNS,    - 
    DNS-      IP- .   

      DNS- : 
A –   ,     ip- . 
SOA –  ,  ,   ; 
MX –   ( ,     ); 
NS –   (   DNS-   ); 
PTR –  (     ip-     ) 

 . . 
 nslookup        

. 
 

   (     )  nslookup   
C : 
nslookup  [ ] 

: 
 DNS-  ,      IP- . 

  DNS- ,      .  
  ,      DNS-   

   TCP/IP. 
 

 

1).          

2)  ,    . 
2)   . 

         hostname.  
3)    ipconfig. 

  TCP/IP    ipconfig.  : 



   

IP-   

   

   

  DHCP 
(  DHCP- ) 

 

   

   
 

 

 DNS-   

 WINS-   

4)       ping. 
1.      TCP/IP   

. 
2.    ,  5 -   64 

. 
3.       . 
4.    ping   (       

 )        .   
  ping  ,    . 
 IP-  . 

5)    IP- . 
   tracert     ,   

   .   . 
a) 
b) 
c) 
6)   ARP- . 

   arp  ARP-   . 
       . 

7)    . 
   route    . 

8)          
TCP/IP. 

   netstat       
   UDP, TCP, ICMP, IP. 

9)  DNS-    nslookup. 
1)  ip-  ,    .  
2)   ( )    . 
3)   SOA        . 
 

  

1.  : , , ,   , ,  , 
/  ( ) DNS- ,  TCP,  

 ,  . 
2.         

TCP/IP? 
3.    ping     ? 
4.    ARP? 
5.   ping     ip-  (  )? 



6.       ping  tracert? (  
   ,  ,     
 ). 

7.          ip- ? 
8.      DNS-    nslookup? 

 



  № 16 

     . 

:     ,    
. 

H          
      ,    
      ,       

   ,    . 

           
 ,    ,     , 

   . .  
    ,  ,    

   ,   (split).  
        . 

   ,      
 ,  ,   (reversal).   

        . 
          

  (transposition).       
    .        

   . 
         

        .     
       ,    

    (partial open)       
(open).           

 .     ,     
         .  

    (short)   (partial short).  
      —      

   (ground).          
       —    
       ,   
     . 



     
  ,    
  ,    
 (cross  battery cross, ). 
      

   , 
 ,  . 

    
     

    
   

  .  
   

     ,   
    

(   )  
 (   

),     
     

 . 
    

     

.  
    

      
 ,     

  —    
    ,     . 

          
  .  

:        . 
    . 

 

      

 



 

 1.         

 2.        
 

 /  

         
     .  Windows  
      . 

            
      . 

  

  (  Windows 7    ,   
,     ). 

.         
          

       .  
    .      

 ,      IP- ,  
    . 

 
Ч  1:         

  1         
         ,  

  . 
Ш  1: И  «Ц      ».  

a.       , 
   >  >   

     «   »   
 . 

b.          . 
c.   «  »     

.         . 
 
Ш  2:       .  

a.            
  ,    .   
  ,   .     
,         

.         
,   . 

 

 
b.            

  . 



 

.   «     »    
 . 

 

  SSID    
 ? 

    ? 
d.    ,      . 

 

     ,    
 .      

,        
 .     OK. 



 

        . 
          > 

/ . 
            

 ,     SSID,    
     .       

  ,       
 SSID. 

 

        SSID 
         
. 

.         
         Ethernet. 

        
  Ethernet- .          

   Ethernet. 

 

 
  «     ».    

      . 



 

     ,   
. 

Ч  2:         

  2          
       . 

 

Ш  1:   И    .  

a.        SSID  
  ,        

.        
,  ,     . 

b.           . 
. Э      . 

 

 

c.          ,  
 «  ». 

d.           
 ,     . 

 



e.      .      
     ,  ,   
     . 

 

 
.     ,     

   . 
 

Ш  2:   В    .  

a.       .  

      ipconfig /all.    
        ,    

«    ». 

 

     SSID,     
  SSID.       

SSID    OK.         
  ,      

. 

 

 
Ш  3:       .  

a.     «  »       
  ,    .    

,      . 
 SSID       ,  
   «      » 

. 



 

 
b.           >  

        
   .      

     . 

 

Ш  3:     «  »  

a.   «  »     
      . 

b.        ,  
   . 

c.      ,     «     
 » (    ). 

 

   ,         
.       . 

d.           ,    
   . 
.    ,      

,        . 

 

 
   ,        ,  

   3 . 
 


