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      (RSA — Rivest, Shamir, Adleman). 
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1.    (!)  p  q  
2.    n=p*q  
3.    e (e<n), ,  (e,(p-1)(q-1))=1,   e  

     (p-1)(q-1).  
4.   d,   (e *d)mod((p-1)(q-1))=1.  
5.  (n; e) –  (public)  

(n; d) –  (private) . 
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 n   ( ) p  q,      (private)  
d.     RSA    –  
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 .  
1.       Win32OpenSSL_Light (  

  OpenSSL).  openssl.exe (  \bin). 
  OpenSSL  . : 

openssl  [  ] [   ] 
openssl list-standart-commands –    
openssl rand –unknown -option –     rand 
2. .  

  
      text1.txt    text.txt 

     openssl dgst –[ ]    
openssl –[ ] 

(dgst      ).  
         ,   

 -c, ,    HEX  .    
 : md2 (128 ), md4 (128 ), md5 (128 ), mdc2 (128 ), sha (160 ), 

sha1 (160 ), ripemd160 (160 ).         
–out  

:  
 md5  :  

md5 -c text1.txt  
MD5(text1.txt)= 81:fd:20:ff:db:06:d5:2d:c3:55:b5:7d:3f:37:ac:94  
SHA1    :  
sha1 file  
SHA1(file)= 13f2b3abd8a7add2f3025d89593a0327a8eb83a 
:       md5  sha1 2-   text  text1  

   . 
3.    passwd    .  
 -1,      md5  

:  
passwd -1 MySecret  
$1$sXiKzkus$haDZ9JpVrRHBznY5OxB82.  
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-     .  
-  2      .  
-            
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        openssl    

list-cipher-commands  
       OpenSSL — Blowfish, 

Camellia, DES, RC2, RC4, RC5, IDEA, AES  .     
    — ECB, CBC, CFB, OFB.  

       .  
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  file.txt,   des3   
    

 openssl des3 -in file.txt -out des3.txt  
       file-d.txt  

openssl des3 -d -in des3.txt -out des3-d.txt  
:  

-     .  
-   des  4-   . (des-ecb, des-cbc, des-cfb, des-ofb  
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  genrsa:  
#     512 ;      
openssl genrsa 
#  1024 ,    mykey.pem 
openssl genrsa -out mykey.pem 1024 
#  ,  ,    DES     
openssl genrsa -des3 -out mykey.pem 1024  (       ) 

    RSA?  
   rsa        RSA:  

openssl rsa -in mykey.pem –pubout –out pubkey.pem 
/  RSA   

   rsautl         
 

          (  
      , . .     

 ,      dgst). 
  /    :  
openssl rsautl  -in file -out file.cr  -inkey pubkey.pem –pubin -encrypt 
(  "file"     "pubkey.pem")  
openssl rsautl -in file.cr -out file -keyin secretkey.pem -decrypt 
(  "file.cr"     "secretkey.pem")  

         
  dgst          

  .     : 
openssl dgst -sign private_key -out signature –md5 file[s] 

 file     "private_key",    
"hasalg" (   sha1  md5). 
openssl dgst -signature signature –md5 -verify public_key file[s] 

   "file",    "public_key"   "signature".  
  «Verification OK»     «Verification Failure»  
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,   Windows 2000. 
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 . ,  SafeNet (Aladdin) eToken Network Logon 5.1. 
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    Windows 7(  ActiveDirectory  ) : 
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,     secpol.msc   . 
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-   ,            
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  (Minimum password age). 

2)       (  ActiveDirectory  –
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1.      (     › 
 ›  ›   .) 

2.      (Local Policies),  
 (Audit Policy). 

3.       .       
  (No Auditing).        

. 
4.       .   ,  

    .       
 (Audit these attempts)    (Success)   (Failure),  
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5.   . 
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 ё  ,          . 
О    я -  , я     

 2 . С       ,  ё      
,           ,  

    я    я ,   
ё       . О ё    я . .    
    1Tb        4Tb 

Raid 1 

 

RAID 1 (mirroring — « ») —    ,   
  .  

(+):          ,    
  . .       ,    

 .         ,    
. 

   RAID (  )     . 
(-):  RAID 1  ,         

   . 
Raid 3 

 

  RAID 3           
(     )     .    

    .  RAID 2      ,  
           

,          
    ,    ,    
  . 

 RAID 3  RAID 2:        . 
: 

      ; 
        . 

: 
           ,   

    ,   ,    
      .       

   . 
     , ,  ,      

  ,  . 
Raid 4. 
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RAID 4   RAID 3,     ,     ,    
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 .     -  ,     
       . 

Raid 5. 

 

   RAID  2-   4-     
  ,         

  . RAID 5    .     
      .    

   XOR (  ). Xor  , 
      , ,   xor, 

    . : a xor b = c (  a, b, c —   
- ),    a ,    ,     c  

 xor  c  b: c xor b = a.       : a 

xor b xor c xor d = e.   c  e       xor   
 c: a xor b xor e xor d = c.       5 

.    xor   1 ,     
    raid. 

 
RAID5   ,   ,   . 

   RAID5    (n-1)*hddsize,  n —  
  ,  hddsize —   . ,     
  80     (4 − 1) * 80 = 240 .     

 RAID 5      ,    
    ,    (     

)  ,          
 . 

 
 RAID 5  ,      Random Write 

(    ),      10-25 %  
 RAID 0 (  RAID 10),        

  RAID 5         —   
    (degrade),       

 ,   .    
    RAID-0     (    

n     ).       
  ,           ,  
 ,         . 

    ,   RAID Reconstruction (   
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.      ,    
   (" "    ,    

       )   ,    
      .  
           . 

    (initial system checkpoint)     
     . 

      (Automatic update restore points) 
,   ,     Windows 

Update. 
        (Backup recovery restore 

points) ,        
(Backup or Restore Wizard). 

      (Program name installation restore points) 
,    . 

      (Restore operation restore points) 
  ,    -  . 

    (System checkpoints)-    
,    ,     

    . 
      (Unsigned device driver restore points) 

,    ,      
. 

         
(" "   - manual checkpoints)       

  (System Restore Wizard). 
         . 

   ,      
,   ,      
 .   ,   , 

  12 . 
        , 

  ,  ,       
   .       

 (   ,   ,  
,   (Favorites)    (History)  Explorer). 

 ,     (System Restore),  
,      ,    

     . 

 . 
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  ,      .  ,    
  ,     Windows.       

 ,         . 
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 2.     

1.     «  ».      « »,  
 ,      .  

2.         « ». 
3.      .      
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4.   «  »     ,    

 . 

 
5.    « »    . 
6.      ,       

  .      ,  
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7.      « ». 

  ,      . 
 3.  . 
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2.  «  »,      .  
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3.      « ». 
4.       « »,  

 . 

 
    .    ,  
     .    ( ,   

. .)  ,  ,    ,  
. 

 Windows  ,       .  
     «  » –    

 Windows      ,   
     .     ,     

Windows —      . 

 4.    

 Windows    .      
Windows,        ,   

    .   : 
1.     ,     .  

«   ». 
2.       ,      . 

 « »,    .     
,  « »  « ».       

  ,     . 
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 : 
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8.      . 

 

 

  

http://recoverit.ru/wp-content/uploads/2015/12/recover1.jpg


  №8. 

   .    
 

 

 . 

     

       -    , 
     ,      И ,   

,     ,     
  .  

 

          
            

   : 
      -         

 
   -     ,        

   
 Ш  -           

,  .          
  
,       ,   

      ,   ,     
  . 

   

            
    .   ,    

  -          
 .       ,    

   :      ,    
   -       . 

           
  ,          . 

     .     ,   
,     .   ,    

             
           ,  

    ,            
     , ,   

      . 



        
   . 

,      ,     
    ,        

  , ,     
            

. 
   -     ,   

      .       
 -            

    . 
         ,  . 
,         - , 

     ,       
 - ,         . 
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   -  ; 
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       , . .  
 ,   .   «   6.0» 

    « »      , 
   (  SMTP, POP3, IMAP), -  (  HTTP 

),   (   ,   
,    Windows). 

 

 3.     

  (   «   6.0» -  ) 
       .   

        . 

 

. 4.     

 

  « »      ,  
 ,  ,      . 



 

. 5.     

   EICAR 

  EICAR (European Institute for Computer Antivirus Research)  
    . 

EICAR –   68  ,      
    "EICAR-STANDARD-ANTIVIRUS-TEST-FILE!". 

,      .       
  , EICAR  .   ,   

       -  EICAR 
        ,     

. 
          

 : 
 
X5O!P%@AP[4\PZX54(P^)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H* 
 

       .com. 
       . ,  

 .txt,      .     
   , EICAR  . 

 
1.    EICAR 

 EICAR ,    .   ,  
  EICAR        68 .  

  -      . ,   EICAR  
     - . 

2   CURE-EICAR.         
   ―CURE-‖      .com.   

  « » ,     4  (  «CURE»). 
 

 
 

. 6.   CURE-EICAR 
 

3   DELE-EICAR.         
   ―DELE-‖      .com.   



,          .  
        . 

 

 
 

. 7.   DELE-EICAR 
 

4   CORR-EICAR.         
   ―CORR-‖      .com.   

,        ,    
    .     . 

 

 
 

. 8.   CORR-EICAR 
 

5   ERRO-EICAR.         
   ―ERRO-‖      .com.   
 ,        ( ,  

     ).     
. 

 

 
 

. 9.   ERRO-EICAR 
 

6   SUSP-EICAR.         
   ―SUSP-‖      .com.   
     ,     

.         . 
 

 
 

. 10.   SUSP-EICAR 
 

1.2.8   WARN-EICAR.        
    ―WARN-‖      .com.    

 ,    ,   . 
 

        .     
    « »     « » 
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   ,         
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  — .        
   —      ,  

   (     Active Directory),     
,    ,   IP-   
    .      , 

,     . .  
 

 : 

 
1:   . 

:    : , , .    
   .         

(     )     .   ,  
    .  — .   
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  №10. 
  . 

:      Windows,   
     . 

 . 

1.   
 

1.     Windows 
        

     .  
1.2. И   

   Windows    :   
 ,    ,  ,  

  ,    .  
         Windows    

 ( ) ,    ( , , , 
 )         .  

      .    (  
  ,    )     ,  

     .     , 
   ( )        

  .   , ,    
,          ,  

         ,   
      . ,    

Windows     . 
S – R – I – S0 - S1 - … - Sn – RID 

     ( , ,  , ) 
  Windows   ,      ,  

   (Security Identifiers, SID). SID    
  : 

S -     SID;  
R –   ( ).   1.  
I - (identifier-authority)   .   48-  , 

   , ( )  SID .  : 
 0 (SECURITY_NULL_SID_AUTHORITY) —   ,  

  ; 
 1 (SECURITY_WORLD_SID_AUTHORITY) —    

 SID,    . , 
 SID   Everyone (  ) —  S-1-1-0; 

 2 (SECURITY_LOCAL_SID_AUTHORITY) —    
 SID,  ,     

; 
 5 (SECURITY_NT_AUTHORITY) —   .  ,  

    . 
Sn – 32-   (  0  ) ,      
SID.     .    : 

 5 —  SID        
,      .   

 SID      5   
 S-1-5-5-x-y; 

 6 —     ,     
SID       .   SID  

  6    S-1-5-6; 



 21 (SECURITY_NT_NON_UNIQUE) —   SID   
 SID ,       

; 
 32 (SECURITY_BUILTIN_DOMAIN_RID) —    

SID. ,   SID     
S-1-5-32-544; 

 80 (SECURITY_SERVICE_ID_BASE_RID) —   SID,  
 . 

        
,    SID. 

RID – 32-   .     
    ,     SID. , 500 — 

    Administrator, 501 —    
 Guest,  502 — RID       Kerberos . 

  SID Windows    ,   
 SID   .     SID 

  : 
S-1-5-21-789336058-484763869-725345543-1003  

    Windows   SID,   
SID      RID.   1   

  SID. 
 1.  SID Windows 

SID   

S-1-1-0  ,      

S-1-5-2  ,     , 
     

S-1-5-7   ,     , 
     

S-1-5- -500     .  
      

  

S-1-5- -501    -  

   SID     Platform SDK.  
SID    ,   SID ,    , , 

   whoami: 
whoami /user   

     SID       

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ ProfileList.  
    Winlogon,  ,    

     ,   
 (access token).      ,    

,          
    .      . 1. 

SID 

 
SID1 … SIDn 

  
 

DACL  
 

  
 

 1.    . 
         ,   

 .     DACL   -    
,      .     

       –   .  - 
      -       



.   2   ,     
. 

 2. ,      

   
 

  

  
 

SeIncreaseBasePriorityPrivilege 

,     
      

   

   
 

SeLockMemoryPrivilege 

       
,        
  . 

   
  

SeAuditPrivilege 

     
      ,   
,  Active Directory   . 

   
  

SeTakeOwnershipPrivilege 

     
   ,   

Active Directory,    NTFS, ,  
, ,    

    
SeShutdownPrivilege 

     
     

  
 

SeChangeNotifyPrivilege 

      
     

 

      «  », 
  Windows/  /   . 
   ,      

whoami /all 
       , ,  
  ,   ,   . 
       (restricted token), 

    ,         SID-
     .    

 ,  API-  CreateRestrictedToken,     
  ,     Windows ―   …‖ 
   ―       

‖ ( .2). 

 
 2.      

    ,     
 .  



            . 
Windows        , 

     .     : 
- API-  CreateProcessAsUser, CreateProcessWithLogon; 
-   ( .2),       
―   …‖; 
-   runas: 
runas /user: _  program , 

 _  -    ,     
    @   \ - ; 

program –   ,       , 
   /user. 

             
. 

1.3.   . 
   -  .   ,  

 ,  ,       . 
      (Security Descriptor, SD).  

 ,  , ,  ,  Active Directory  
,   ,        

    ( .3): 
- SID ,    -  ; 
-     (Discretionary Access Control List, DACL), 

     ,    
. DACL    ,      
. 

-     (System Access Control List, SACL),  
   ,  ; 

- ,   .  
 Windows         
 .   ,    

,       . 

 
      (Access Control Entries, ACE).  DACL 
 ACE    :      ,  
   ,   –  ,     , 

    .      , 
,        ( , 

,    ,  ).  
  ACE  DACL ,         (   

   DACL).    DACL  SD  –    
   .  
 -      ,  SRM    

,  ,   ,    DACL.  
        .  

        ,    
. 



   .4.         DACL.  
   SID   ,   SID ,    

.   DACL        
  SID=100,       SID=205. ,    

 ,          
SID=201. 

 
 ,       DACL    

.      ,    
    . 

            
  ,    .     

  ( , , )    ( . 5)  
       ,  , 

    . 

      
      

 .        
    «       

  ,        » ( . 6)  
   ,    ,  

.  
   «         

,    »    
 -      . 

             . 
        DACL,      

  .       . 
          

        ,    
       :   

 ,    ,   ,    , 
      .    

          
«  »      ( . 7). 



      
      

  cacls (icacls  
Windows Vista  Widows 7). 
cacls _  [/t] [/e] [/c] [/g 

: ] [/r 
 [...]] [/p 
:  [...]] [/d 
 [...]] 

      3.  
 3.   cacls 

<  >    ,      
/  (     

 *  ?). 

/t      (DACL) 
        

/e      
(DACL)    

/c        
 ,      

/g <  | 
: > 

     

/r <  | 
> 

    . 

/p <  | 
: > 

     

/d <  | 
> 

        

        : 
F -  ; 
C -  ( ); 
W - ; 
R - ; 
N -  . 

  .  
cacls d:\test  

  DACL   test. 
cacls d:\test /d \  /e  

      . 
cacls d:\test /p \ :f /e /t  

     d:\test        .  
      DACL   API-  

AddAccessAllowedAce, AddAccessDeniedAce, SetSecurityInfo.      
      [ ]. 

1.4.  . 
    –    .  Windows   
  9 : 

1.     . 
2.    . 
3.     .  
4.    .  



5.    .  
6.   .  
7.   .  
8.   .  
9.   .  

  ,      . 
      
            ,  

,         .  
    
 ,       : , 

       ; ,  
    ;    . 

      
       Active Directory,    

     (SACL). 
    
           . 
     
      – ,  , ,  , 

  . ., -         
(SACL). 

   
      ,     

 . 
    
      . 
    
  ,   ,  ,  

     . 
    
     ,   ,   

     . 
           

   .  ,     
 (local security policy),    ,  

LSASS   ,        
 (  gpedit.msc,   -  Windows – 

  –  
 –  , . 8). 

    SD   
SACL,    ACE,        

    .   ,  ,   
    ,  .   

    .     ,    
.   ACE DACL,      

 .     ,  
  ACE. 

  SACL   
     

 (  ― ‖,  
― ‖, . 9). 

     
 SACL   API-
 GetSecutityInfo  SetSecutityInfo. 

     
 LSASS  SRM , 



     . LSASS     , 
      SRM,     Event Logger 

(  ). SRM    LSASS   LPC- .  
 Event Logger     . 

      : 
1.  .     ,    

  . 
2.  .       ,  

      ,    ,   
 .  

3.  .        
Windows. ,          

     .  
4.   .      ,  

  Windows (    AD).  
5.   .       , 

    Windows (    AD).  
   

   «  
» (eventvwr.msc, . 10).  
    SysEvent.evt, 

SecEvent.evt, AppEvent.evt   

%WinDir%\system32\config. 
    3  : 

1.    . 
   ,       

 .  
2.    . 

  ,  ,    ,  
  ,      . 

3.    . 
 ,  -    . 

1.5. Ш   . 
   Windows 2000,     Windows NT 

       NTFS   
   (Encrypted File System, EFS).     
          

         
 .  

   EFS     (AES  DESX) 
      (File Encryption Key, FEK).    

  Windows 2000  Windows XP   DESX,   Windows XP  Service Pack 1 
(  )  Windows Server 2003 —   AES.   Windows,   

   ,  EFS  56-    DESX,  
  ,     ,       128-  

   DESX  128 .  AES  Windows  256-
 .  

       FEK   
 RSA   ,   FEK – Data Decryption 

Field, DDF –      ( . 11).   
       :  

   ,      
    . 



 
     EFS      

 cipher. 
           

« » ( . 12).      Windows 
Explorer   . 

 ,  EFS  
    

 .   
 FEK     ,     
,       DDF. 

    EFS   : ,  
    , ,   ,  ,  

,    .  ,  EFS   
  NTFS,        

      ,   EFS ( , FAT32), 
          . 

  cipher     /    
    bat- . 

cipher [{/e|/d}] [/s: ] [/a] [/i] [/f] [/q] [/h] [/k] [/u[/n]] [  [...]] | 
[/r: _ _ _ ]  

      4.  
 4.   cipher 

/e    .    ,  , 
     ,  .  

/d    .    ,  
,      ,     

/s:             
.  

/a        

/i         
.    cipher    
 

/f        
.        

  cipher 

/k      ,   
cipher.    ,     
cipher  .  



/u         
          

 (     ).     
   /n.  

/n   .       
    .    

    /u.  

  ,   . 

/r: 

_   
         

      ,    _  
(  ).    ,    

 cipher  .  
,  ,   -  ,   

: 
cipher \ _   

 cipher     (   )     
. 

       
cipher /e /a \ _   

  , ,   
cipher /d /a \ _   

 /     : 
cipher /e /a d:\work\*.doc  

       FEK     
      EFS. 

          
EFS,      .          

        (   , 
  . .).        

      . 
  (Recovery Agents)     Encrypted 

Data Recovery Agents (    )   
   .        

(gpedit.msc)  «  »-> «   »-> 

«   EFS».   « »-> «    
»     . 

    ,    (  
 )         

( . 13).       cipher   /r ( . 
. 4).  ,    ,   

     ,   cipher.   
  c   ,      
   *.pfx.  

EFS  – DRF (Data Recovery Field)-  
    , 

   ,   EFS-
. DRF          
   FEK    .  

Windows      Application Data\Micro-soft\Crypto\RSA 
  .     Windows     

 RSA    ,   ;   
 -  . -     64    

   . -        
 Application Data\Microsoft\Protect     3DES   



,      .     
, -   ,      
  . 

  FEK EFS   Microsoft CryptoAPl (CAPI). CryptoAPI  
 DLL    (cryptographic service providers, CSP),  

       ( , 
  ). EFS     RSA, 

  Microsoft Enhanced Cryptographic Provider (\Windows\ 

System32\Rsaenh.dll).  
      ,  API-  

EncryptFile  DecryptFile. 
2.   . 
2.1.          Windows  

    . 
2.2.   2.2.1-2.2.8 

1.    Oracle VM Virtualbox   WinXP.   
    ,    .  
   2.2.1-2.2.8   ,    . 

2.      testUser   «  
» (compmgmt.msc).       

          .  
  ‖testGroup‖      .   

  .    :  forTesting.      
    (*.txt). 

3.    runas     (cmd.exe)    
 .  whoami  SID     

,     .       
          . 

4.        SID   Windows. 
  ,      SID S-1-5-21-1957994488-

492894223-170857768-1004 (    
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList). 

5.  whoami      testUser.  
         

time.     ,   
«   » (secpol.msc).     

  «   »    
->   .       

  , ,      
SeSystemtimePriviege.      time. 

,   «   » (SeShutdownPrivilege) 
  testUser .        

     shutdown –s.    
«   » (SeRemoteShutdownPrivilege).  

      (      
    shutdown –a). 

2.2.6.       cacls.   , 
    c:\forTesting.       

     .  
)   testUser    forTesting,      

testGroup.       forTesting    testUser. 
 .     testUser   

forTesting    . 
)     ,    testUser   

  ,        forTesting,    
  . ,   forTesting     



testUser ― ‖, , ,         
  ,   ,    .  

)    forTesting\Docs   ACL     
 ,     . ,     

forTesting\Docs   ― ‖ ( ,       
          ). 

)      forTesting   testUser.   
cacls         txt   forTesting. 

     . 
)  cacls         forTesting   

     forTesting\Docs.     
forTesting\Docs  .    testUser  
SeChangeNotifyPrivilege.      forTesting\Docs.  

. 
)       testUser      

newFolder   C.   newFolder    ACL  cacls. 
            . 

        ?        
. 

)    HKLM\Software   testKey.   testUser 
      .    HKLM\Software\testKey 

SACL,       ,    
      (  ,    

     ).    
 testUser  regedit.exe     HKLM\Software. ,  

       (eventvwr.msc). 
7.      EFS. 

)    testUser  -    . ,  
     ,   certmgr.msc   

 (  ).       
 testUser (  ,  ).     
   . 

)    forTesting   Encrypt.   Encrypt     
  .   Encrypt          

 .     -     
   testUser.  .     

  ( , forTesting).     . 
  testUser          

  .          
testUser. 
)      agentUser,     

.    agentUser    EFS. 
   forTesting      .  

     testUser.      , 
  agentUser      .  

          agentUser. 
 . 

)      forTesting     
 cipher    testUser (       

 ,    2.2.6 ). 
) ,          ,  

 EFS ( , FAT32  - ),   . 
2.2.8.         

:     ,  ,    
    ,    agentUser   

.  
2.2.9.         .  



2.3.   

       : 
    ; 
    ,    , 

   ,    . 
2.   
1.       Windows    ? 
2.       Windows? 
3.    DACL  SACL? 
4. ,         . 
5.           Windows? 
6.    ,        Windows? 
7.     cacls         

? 
8.       Windows? 
9.        EFS?   FEK? DDF? DDR? 
10.      EFS?  
 

 

 

 

  



  №11.       . 
 

:            
     

 
  

        
         
.    Windows     NTFS. 

         ( ), 
      .  

           
 .  ,       ,    . 

        ,  
       . 

      .    
    ,  ,     

        . 
        ,   

        .  ,  
  ,   . 

     
            

          (Properties)   
      (Security).      

    1. 
   (Name)     ,     

    . 

 
 1       

        (Add)   
(Remove).     : ,    
(SelectUsers,Computers,orGroups).          

    ,         
 (Allow)   (Deny)    (Permissions). 

   :  
   (Full Control); 
  (Modify); 
    (Read&Execute); 
  (Read); 
  (Write). 

   :  
   (Full Control); 
  (Modify); 



    (Read&Execute); 
    
  (Read); 
  (Write). 

         . 
         ,   

    . 
         . 
            

   ,     ,       
  ,       .   ,  

        .     
       ,     

 . 
    ,     ,   

       . 
     ,  ,    

    ,        NTFS. 
      :   . 

            
   ,        

     .  
      ,   

    .     
 . 

    Windows  NTFS,      
Windows   NTFS. 

  ,        ,  
       .   

   ,         
   ,     .  

  ,  : 
   (Full Control); 
  (Change); 
  (Read); 

          , 
    (  4.2) 

 
 4.2      WS_DEMO 

         
           

.       . 
      ,    

        ; 
      ,    

; 



    , , ,   
   ; 

      ,      
     .     

  ,      ; 
         , 

     ,  
 . 

       - ,   
     –       ; 

  ,    ,    
  ,    .   

   $.         (C$,D$  
. .),  Admin$     ,  Print$     

 . 
 ,               

,      .  
           
,  ,         

(Run). 
           

,     .       
,            

 . 
            

            .  
    ,     

     .         
 . 

          ,  
        UNC(\\ _ \ _  ). 
,          

.  
  ,        

,           
,    2. 

   ,         
   ,         . 

            
 ,         

.      ,     
,          ,   

 ,         .  
       ,        ,  

     . 
    ,  .    , 

 .       Microsoft   
,   ,  ,     
 ,        . 

        , 
       .  



 
 2      

      .   
    ,     

    :  /  ,  
/  ,  ,   ,  

, .        
   .  

      ,    
. 

 -  ,   ,      
  .        , 

    (  )   .  
     ,     
 .         

,        ,   
    ,      

   . 
        ,  

,       ,   ,   
      . 

   (ACL)    NTFS     .  
    ,        

,     . 
          

       .     
  –      . 

           
  . 
,   ,       

,   .       
              

  .  
     ,       
:  

   ,     ; 
   ,   ,    

. 
        ,    

  NTFS. 
      NTFS     ,  

       . 
 

 

 



1.  ,            
 exe. ,     Windows,   

notepad.exe( ). 
2.            

 ,        
 . 

3.             
,   ,      , 

  . 
4.              .  
5.     ,     , 

     . 
6.       NTFS   

 . 
7.     . 
8.          

    . 
 

  

1.     NTFS      ? 
  
    
  
  
2.   NTFS      ,    

  ,      ? 
3.      ,    

? 
4.         ? (  

  ) 
    
     
 ,     
     

5.            
      NTFS: 

  
  
  
  

6.   ,            
,         ? 
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   SSH. 

 . 
SSH-  —        

 SSH- .        
 .       VPN (  

 )      (   )  .  
SHH-  Windows   22,    , 

    ( , ),    
 VPN.  
  SSH           

   .  
    SSH- ,      

 ,    . SSH-     
   ,    .  

        SSH  SSH-
.  SSH-  ,     

   .  
 SSH       .  

        , 
   SSH.   SSH     

   .      
 —            ,   

 SSH.  ,        
    .  

   

  —    ,    
    SSH.     SSH  

    -   .    
,           

  . 
       SSH:  
-  —   SSH-    SSH- ,     

; 
-  —   SSH-    SSH- ,    

 ;  
-  —       SSH- ,  

 SSH-  , ,    .  
       ,  , 

   ,   " ". 
  SSH-    ,   .   

,     —    SSH-     
     .     SSH-

      . 
      .   

 ,      .   
  ,         

 ,      .  
   

       . ,  
  Rails    ,     .  

,  -      IP- ,  
      .  

   ,  NAT (   )   
,     ,       

 ,    .     ,    
     . 



    ,   ,   
     SSH.       ,   

   .   SSH- ,      
         :  

 

   , ,  SSH- .   , 
    -  .   

SSH-    .       
       .  
   ,      ,   

 .       SSH-  
           

  
 

SSH    

 SSH  
 Free SSHd 
    SSH ,   SSH   Windows.   

  SSH   Windows: 
 PuTTY 
 Van Dyke - SecureCRT ( ) 
  
 : 

1)  FreeSSHd - SSH   Windows 7? 

1.   freeSSHd v.1.3.1     http://www.freesshd.com/.  
         « »,   

.  
2.      SSH . 

 
3.  SSHd   . 

 
 FreeSSHd   ,      ,    

  .  
4.   FreeSSHd   ,   SSH . 

   (settings)    .    
 : 

5.  FreeSSHd   : 
  SSH   Telnet  
   SSHd     
   ,   NTLM   Windows AD 
   ,  AES 128, AES 256, 3DES, Blowfish  . . 
       

http://www.freesshd.com/
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.vandyke.com/products/securecrt/index.html
http://www.freesshd.com/


  Secure FTP (sFTP) –   FTP,  FreeFTPd website 
         ,  

   FTP 
         
        ,   FreeSSHd 
  ,     
   FreeSSHd 

6.     ,     Users. 

 
          Windows.  

   NTLM.     FreeSSHd   ,  
          

Windows,           FreeSSHd. 
     Shell. 

7. ,      ,    ,   
  Windows.      Windows 

 ,   , ,      
      SSH ' TCP  22. 

     22. 
2)     SSH PuTTY.  

 ,         
 

1.     : 

 

2.         ip-    Host Name  
   Saved Sessions.      

,   . 

     ,   Save,   ,   
        . 

3.              . 
       .     

 ,         
.       «shell»,   

. 

http://www.freeftpd.com/


3)   PuTTY       , , , 
   ,      .     
   . 

SSH  

 SSH    —  50-60 .   : 

ls —    ; 
 cd —    ; 
 cd .. —     ; 
 cd papka1/papka2 —    ; 
 pwd —     ; 
 cp —  ; 
 rm —  ; 
 mv —  ; 
 mkdir —   ; 
 rmdir —  ; 
 get —     ; 
 put —     ; 
 exit —      ; 
 help —   . 

  . 
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   IPSec. 
 . 

   

          
DARPA         ARPANet.  

  ARPANet     ,      
         .   

     ,     
 .        

  ISO/OSI    TCP/IP,     
  ,    . 

      TCP/IP      
  ,          
         

.   ,     ARPANet (    
 )    ,  

    ,      
.     (      

)     ,    
  TCP/IP.    TCP/IP    

(      )     . 
            

  :  ,  ,  . 
,     WWW,    
    .     

 ,    /      
    .    

 ,     ,  
  (PEM, PGP  . .), WWW (Secure HTTP, SSL  . .),   

(SNMPv2  . .).         
 TCP/IP        
    . 

     

 1994      (IAB)   "   
".         

    ,      , 
     .       
         

     .    
  TCP/IP      ,   

        
    .  ,    

Secure IP,      IPv4  IPv6. 



 IPSec 

IP Security —   ,   ,   
    IP- ;       20 
    18 RFC. 

 IP Security (    IPsec)    IP 
Security Protocol IETF.  IPsec    3 -   

,    RFC-  "   IP", 

"   (AH)", "    (ESP)" 
(RFC1825, 1826  1827).  ,    1998    IP Security 
Protocol     ,      

 ,  RFC2401 — RFC2412. ,  RFC1825-27  
         .  

,   -  ,   
MD5, SHA, DES. 

  

. 1 –  IPSec. 

  IP Security Protocol       
.       Internet Key Management Protocol (IKMP), 

    ,      
 .        

   Internet Security Association and Key Management Protocol 
(ISAKMP)   Oakley Key Determination Protocol.  ISAKMP  

    ,      Oakley 
       .  

        
SKIP,         . 

    , ,   
  ,     Kerberos.  

   IPSec   Kerberos     
  KINK (Kerberized Internet Negotiation of Keys). 

       IPsec   
      . ,  
 ,        

http://www.ietf.org/html.charters/ipsec-charter.html
http://www.ietf.org/html.charters/ipsec-charter.html
http://www.ietf.org/html.charters/ipsec-charter.html
http://www.ixbt.com/comm/kerberos5.shtml


. . "  " –   ,  
     .  IPsec  

        
     ,     

 .        
    (SPI),     
      ,  

   . 
 , IPSec,     IPv6,    , . .  

 .    IP-       
   .    SSL (Secure Socket Layer),  

   ( . . )         
 OSI, IPSec    . 

  

. 2 — М  OSI/ISO. 

 IP- ,       , IPSec    
  .    Internet    

  IP- . IPSec    ,    Data 
Encryption Standard (DES)  Message Digest 5 (MD5). 

   ,       
   ,      . IPSec 

     ,      
  .         

  IETF Working Group. 
   IP, IPv4,     Internet Secure Association Key 

Management Protocol (ISAKMP),  Simple Key Management for Internet Protocol.   
 IP, IPv6,   ISAKMP,    IKE,   

   SKIP. ,    ,  SKIP  
      ,      

    1997 . 

 AH 

  (AH)     ,  
,      IP   .  AH 

           . 
    AH     ,   

   ,        



  .         

     . 
 AH      96-      , 

  32-  .       : Next 
Header    , Payload Len   , SPI  

     Sequence Number Field   
 . 

  

. 3 —   AH. 

      AH  1997      
 IPsec.           

,       .   
     ,      

   ,   ,   
   ,     

(     64). 
      ,     

           
      ,   

          
   .       

  MD5:    AH   -

         ,  
       .   

        IPv6,   ,  
 ,    . 

 ESP 

       ESP  
    , " "  .    

ESP    ,     
     . ,  

ESP         
 .   ,     : 

SPI,      Sequence Number Field,  
  .  "ESP Authentication Data" (  ),  

    ESP.   ESP  ESP  
          

  . 



  

. 4 —   ESP. 

    ESP  AH (    ) —   
. 

  

       IP ,  
   (TCP, UDP, ICMP), ,   ,  

  .      
  .          

       , ,  
   (  IPv6).     

       ,   
   .       

     ,   ,  
. 

  

     ,    . 
         
   .  ,      , 

  ,       
     .      

            
 .        

   . 

Security Associations 

Security Association (SA) —  ,     
 ,    .      SA 

 , ,   ,   SA.  SA  
   .      SA.  SA 

    ;  ,      
   (   AH  ESP),    SA. 

  

    SPD (    ). SPD  
       :  ,     

 IPSec,     IPSec.    SPD  , 
 SA   ( , ,  SA   )  

,        SA. 



SPD     ,     
   .      ,  

SPD        ,    
.     ,        

    SA,   SA     
,     TCP . 

ISAKMP/Oakley 

 ISAKMP    ,    
 SA       . ISAKMP 
    (DOI),     IPSec-DOI. 

ISAKMP    ,   "  "  
 DOI    . 

 Oakley —    ,     
- .  Oakley     (Perfect 

Forward Secrecy — PFS).  PFS      
     . 

IKE 

IKE —       ISAKMP,     
. IKE    ISAKMP  , ,   

ISAKMP SA,   IPSec SA. IKE       
  .     -    

 (PRF). 
-  —  ,   .     

  ,       m1  m2, , 
 H(m1)=H(m2),  H —  . 
   ,       PRF 

     HMAC (HMAC —   
    ).   HMAC   

   (    H)    K.  , 
 H   ,       , 

     .    B  
   ,   ,     —  L (L<B). 
 K   ,    B.     

 ,         H,    
     L ,    HMAC.    

    K  L .    
   : 

ipad =  0x36,  B ; 
opad =  0x5C,  B . 

  HMAC   'text'    : 
H(K XOR opad, H(K XOR ipad, text)) 

  ,  IKE     HASH . , 
  HASH       Payload  ISAKMP,  
        . 



  AH, ESP  IKE. 
     IPSec     : , 

    (   —  "   
", Denial-of-service  DOS- ), ,     

  IPSec , , ,     . AH 
 ESP.       —    

 " ",    .    
,          (    , 

      — - - ), 
     .  ? Replay Attack —    

 Sequence Number (        —  
 ESP     AH). ,    

(  ,  )    " "  
(  ,      ,    

  ,    ,    , 
      ;  ,  SSL,  IKE,   

     "  ,  
",      , ,  ,    ). 

 Denial-Of-Service .  ,  ,      
.   ,       -   
   (  RFC)  -      .  

,  (   )    (sniffing, spoofing, hijacking  
. .) AH  ESP      .  IKE  . 

  ,   .  ,    (   
 HASH_R)         (   HASH_R  

HASH_I)     " " (  ,      
Payload   ), ,      , , 
    .    replay, spoofing, sniffing, hijacking IKE -

  .    , —   ,   AH 
 ESP, ,     .   ,    

   (PRF),    .  -    
   IPsec ,        

     DES (     ESP,  
 IKE), 56       .   ,   

  —    - ,   
     3DES (     AES).  ,  

 ,  " "   Denial-Of-Service. 

  

 IPSec      .   , 
,   IPSec        

   ,   (   Microsoft PPTP). 
   ,      . , 

Niels Ferguson  Bruce Schneier    "A Cryptographic Evaluation of IPsec" , 
          

 IPsec.    ,      
  ,      .    

http://www.counterpane.com/ipsec.html


  ,       ,    
 . 

. 
     ѐ ,     : 
1.       IPSec?  
2.   IPSec.  
3.  IPSec.  
4.       IPSec? 
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 .   . 

 

 :        ,  
          

 
  

 Ping  Traceroute 

        ,   , 
       ,       

  ,         . 
             

 .       Ping. 
Ping -  ,    ICMP-  UDP-     

          (   
      trace, hopcheck, tracert  traceroute).  

   PING    ICMP.  PING  
   .   , ,  

 ping -q (  PCTCP).        Internet 
   ,         

 .    ,       
IP-  (     ).    

  Ping.      ping -?,     
      : 

 : 
ping [-t] [-a] [-n ] [-l ] [-f] [-i TTL] [-v TOS] [-r ] [-s ] 
[[-j  ]: [-k  ]] [-w ] host_name 

 : 

 
    - .     0  

         . ping  
    ,   ,   

,          .  
 IP     ,     

      ping. 
  ,   ping       ,  

      .      
 -s,     .     

        "host is alive" (  ),   
 ,  "no answer" (  ),       20  



     
        .   
      , ,  Internet   : 

ping vangogh.cs.berkeley.edu PING vangogh.cs.berkeley.edu: 56 data bytes 64 bytes from 
(128.32.130.2): icmp_seq=0. time=660. ms 64 bytes from (128.32.130.2): icmp_seq=5. time=1780. ms 
64 bytes from (128.32.130.2): icmp_seq=7. time=380. ms 64 bytes from (128.32.130.2): icmp_seq=8. 
time=420. ms 64 bytes from (128.32.130.2): icmp_seq=9. time=390. ms 64 bytes from (128.32.130.2): 
icmp_seq=14. time=110. ms 64 bytes from (128.32.130.2): icmp_seq=15. time=170. ms 64 bytes from 
(128.32.130.2): icmp_seq=16. time=100. ms ^?                           ---- 
vangogh.CS.Berkeley.EDU PING Statistics ---- 17 packets transmitted, 8 packets received, 52% packet 
loss round-trip (ms) min/avg/max = 100/501/1780 

          (     
      ),    

   (   N+1   
  N). 

  ICMP  ,   ,   
  (TTL)    .    ,  , 

      ,     (0, 1, 2   ). 
        1, 2, 3, 4, 6, 10, 11, 12  13  

. ping    ,     ,   
  ,    ICMP .   ,  

      . 
        . (  

 ,   52%,  .    Internet  
    .) 

    IP   ,      
(vangogh.cs.berkeley.edu).  ,      IP .   

 ping   ,         
 IP ,    DNS,   IP , 

  . 
  ip  

 ping    IP    (RR).  
   ping   -R,    

 .     ping   IP   
(RR)    (   ICMP  ).    

,   ,   IP   , 
   .      , 

 IP     ICMP  ,      
    IP   .  ping   ,  

 IP . 
     ,  ,   -   

.  IP  RR  ,   RR  
     RR  ICMP     ICMP 

       .    
     ,    

   IP . 
  , ,     IP ,   

   IP .   ,     (header 
length)  IP   4 ,    IP    

 32-   (60 ).     IP   20 
,  RR   3     (    ),   37 
 (60-20-3)   ,  ,   ,     9 IP 

.          IP . 



 
 1.      IP  

  
 (code) -  ,   IP .   RR   

7.  (len) -       RR,    39. (   ,  
    RR    , ping  

    39 ,     9 IP .   
,        IP , ,   ,  

   .) 
 (ptr) -    39-  ,    ,   

 IP .    4,     IP .  
 IP    ,  ptr   : 8, 12, 16 

   36.      , ptr    40,  
 ,   .       . 

  (      )   
IP   ,  IP   ?       

,  . RFC 791 [Postel 1981a] ,    
IP   .  ,   , ( ,  ping) 

 ICMP      RR,     IP   
 . 

  
    ping   RR.   ping   svr4  

 slip.   (bsdi)  ,    
  svr4: 

  
svr4 % ping -R slip PING slip (140.252.13.65): 56 data bytes 64 bytes from 140.252.13.65: icmp_seq=0 
ttl=254 time=280 ms RR: bsdi (140.252.13.66) slip (140.252.13.65) bsdi (140.252.13.35) svr4 
(140.252.13.34) 64 bytes from 140.252.13.65: icmp_seq=1 ttl=254 time=280 ms (same route) 64 bytes 
from 140.252.13.65: icmp_seq=2 ttl=254 time=280 ms (same route) ^? --- slip ping statistics --- 3 
packets transmitted, 3 packets received, 0% packet loss round-trip min/avg/max = 270/276/280 ms 
  

  2  4 ,     (     
),   IP     RR   . 

 
 2.  ping     

  
 bsdi     IP      

 .    IP   . ,  
ICMP    ,    (svr4),     
IP   . 

  
 Traceroute,  Van Jacobson, -  ,   

    TCP/IP.     



                
    ,    . Traceroute   

 ,    IP      .  
 Tracert   IP    . 

        .   
 ? 

- ,        ,   
,     . (Tracert   -  

    .) 
- ,       .  

 ,         IP   -
    .    Ping (  ICMP 

 ,   )   RR ,     
  IP  (    ),     

 . (Tracert   ,      
 UDP  -      .) 

      ,  ,     IP 
,   ,    .    IP 
   9 IP .    ARPANET  ,   

   . 
 : 

tracert [-d] [-h  ] [-j  ] [-w ] host_name 
: 

 
Tracert  ICMP   TTL  IP .  TTL (  )  8-  , 

    -  .    
  Assigned Numbers RFC      64.    

    15  32.     Ping ,  ICMP 
     TTL,     - 255. 

 ,   ,   TTL  
    ,      . 

        ,  TTL, 
 ,         . 

    TTL      . 
,           

,     (      ), 
   ,        .    

 ,       .  
  ,  TTL    . 

   IP   TTL   0,  1,    
   . (        
,       .  ,   

    TTL  0.)     
,      ,    ICMP  

"  " (time exceeded).   Tracert   ,  IP , 
  ICMP ,      IP  . 

  Tracert     IP   TTL,   
.  ,    ,   (  

 TTL  1)   ICMP     (time exceeded).  
,     .  Tracert   

 TTL  2,    IP   .    
 ,      . ,    



   ,        ICMP    
,       .   ,  

    ? 
 UDP ,   Tracert,    UDP 

 (   30000),       -  
.     , UDP    

 ICMP  "  " (port unreachable).      
, Tracert     ICMP  -    , 

    -     ,     
 . 

  3      sun  NIC.  
sun>tracertnic.ddn.miltraceroutetonic.ddn.mil(192.112.36.5), 30hopsmax, 
40bytepackets1netb.tuc.noao.edu(140.252.1.183) 218ms 227ms 233ms2gateway.tuc.noao.edu(140.252.
1.4) 233ms 229ms 204ms3butch.telcom.arizona.edu(140.252.104.2) 204ms 228ms 234ms4Gabby.Telco
m.Arizona.EDU(128.196.128.1) 234ms 228ms 204ms5NSIgate.Telcom.Arizona.EDU(192.80.43.3) 233
ms 228ms 234ms6JPL1.NSN.NASA.GOV(128.161.88.2) 234ms 590ms 262ms7JPL3.NSN.NASA.GO
V(192.100.15.3) 238ms 223ms 234ms8GSFC3.NSN.NASA.GOV(128.161.3.33) 293ms 318ms 324ms9
GSFC8.NSN.NASA.GOV(192.100.13.8) 294ms 318ms 294ms10SURA2.NSN.NASA.GOV(128.161.1
66.2) 323ms 319ms 294ms11nsn-FIX-
pe.sura.net(192.80.214.253) 294ms 318ms 294ms12GSI.NSN.NASA.GOV(128.161.252.2) 293ms 318
ms 324ms13NIC.DDN.MIL(192.112.36.5) 324ms 321ms 324ms 
  

 3. tracert  sun  nic.ddn.mil. 
     tuc.noao.edu,     telcom.arizona.edu.   

   nsn.nasa.gov.  RTT  TTL  6 (590)     ,  
  RTT (234  262).    IP .   

 -         -  
   . 

RTT     TTL  3 (204) ,  RTT     TTL 
 2 (233).     RTT      

   ,   . 
 ,      IP       ,  

 TTL     30.     40 ,   20 
   IP , 8   UDP   12    . 

(  12      ,  
       ,   TTL 

 ,    .) 
      TTL,       

   IP .    TTL  3 .  
  ICMP       (round-

trip).             ,  
,     . 

   

  ipconfig.      TCP/IP  
   IP- ,    DHCP. 

  DOS.     DOS : 
> ipconfig /? 

   [Enter].     ipconfig,     
. 

  arp.    ARP (Address Resolution Protocol) TCP/IP-
  IP-   ,      

 . IP  ARP    ,    
 .     ,  ARP, 
       (    2  10 )   

,          .  



 Windows     a . ,     
   ARP, ,      , 

    ,        
. 

  DOS.     DOS : 
> arp /? 

   [Enter].     arp,     
. 

  netstat. Netstat –   ,    
   TCP/IP-    ,   

 TCP/IP.    UNIX    netstat,   
 Windows – netstat.exe. 

  DOS.     DOS : 
> netstat /? 

   [Enter].     arp,     
. 

  nslookup.    nslookup (  UNIX- )  
nslookup.exe (    Windows NT/2000)    DNS  

   DNS- . 
   nslookup       

 DNS- . 
  DOS.     DOS : 

> nslookup 
   [Enter].  nslookup     .   
  nslookup : 

> help 
   [Enter].     nslookup,    

 . 
  nbtstat. Nbtstat –   ,   
     TCP/IP- . 
  DOS.     DOS : 

> nbtstat /? 
   [Enter].     nbtstat,     

 
     Windows XP/Wista.    finger, 

rexec  rsh   ,       
     . 
 hostname    . 
 route.     .    

       : 
>route –p PRINT 

   IP       . 
 pathping.     .  

   . 
>pathping –P –p 10 mrsu.ru 

 ,       .    
      . 

 nslookup.   IP    DNS ,   
. 

 : 
>nslookup mrsu.ru 

          
      . 

 

. 
1.   ping  tracert      ( ): 
tracert s301-10  



tracert 192.168.32.10  
tracert mrsu.ru 

     ( -> -> ->  
  -> ->cmd).        

  . 
2.   TCP/IP. 
3.       TCP/IP –    . 
4.       TCP/IP. 
 

 

  



  №15. 
,         

.    . 
 

 : 
·      . 
·   ,    ,   . 
·      . 

 

 . 
Sniffer (  . to sniff – ) –    ,   -

 ,      ,   
  ,    . 

   : 
  « »   (     

   ( )   ( ),    
 ,       );  

     ;  
  (   )       

;  
          

 ;  
     (2- )   (3- ) ,    

           
   .  

  1990-          . 
           
 .     ,     .  

   , : 
    . 
    . 
     . 
  ,    ,   

      .  
       , ,  , 

,  ,     .  
    (    )  

       .  
  ,    ,   

      . ,    
      .  ,      

   .   ,   ,  
      ,   ,   

       .    
       

 Wireshark 

 Wireshark       .   
  .   .    

           
  .          

   Wireshark.^ 
    

    . 1.  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
       .    

        .    
  ,       

 .    2   («  
 1»  «   2»).    :   

  (libpcap ),   (libpcap)    
(Wireshark).  libpcap (    Windows   WinPcap -
http://www.winpcap.org) –   ,   

        NDIS (Network Driver 
Interface Specification)   .      

   ,    Wireshark.   
   « » , . .      
    .      ! 

      ,      
  , . .        ( .  1.). 

. .,        2-     
  ( , ftp-   ftp- ),     . , 

    ,     , . . 
       ,    

            
 .          , 

,   ,    ,    , 
      .   ,    

    ( , IP)   ,    
     ( ,  WinP ap),  

(    )     .   
,       , . .   

   ,      (Fast 
Ethernet, Gigabit Ethernet  .). 

 

 : 
1.   Wireshark     Ethernet- ,    mac-

,   . 
      .    

http://www.winpcap.org/


      .       
   . 

  
 1 –  ,       

2.    ipconfig    IP (  , IP-  
,    ,   ). 

  
        ipconfig /all,     

 TCP/IP   .   /all ipconfig  
 IP- ,        . 

  
 2 –   TCP/IP    



 3. 
   ARP       arp –

a.      ,     
    . 
 3 –   ARP    

4.   ,    ARP,   
  - . 

Adress Resolution Protocol –   . 
    Ethernet ,   (  MAC) .   

 (IP)   192.168.0.1,    ,  00:00:00:c1:d9:26. 
  . ,      , 

 IP  (  ),   IP  .    
,   MAC- .  ,  ,  

 ARP  : 
Who has <IP-addr>? Tell <Self IP-addr> 

 , ―   IP - ?  ‖,      ff:ff:ff:ff:ff:ff 
( ),      .        

 ,    IP -    .  , 
  MAC-   (     )     

(reply). 

 ,  ,     IP     MAC-
   . 

 4 –    ARP,     
-  

  
    MITM (Man in the Middle),   

     (  )     



   ,   .    
  MITM. 

  
 5 –  «  » (MITM) 

 ,   ― ‖     ― ‖,      
 ― ‖   IP- .       

 ― ‖   ― ‖,  ―    ‖.     ― ‖ 
   ― ‖,  , ,    ― ‖. 

  ― ‖       ― ‖, ,  
 .  ,     ― ‖ ,  
.  ,  « »  ,     

 . 

 5. DNS – . DNS       
,  ,  , litl-admin.ru  IP- ,    . 

 6 –   DNS 
 DNS (       – domain name system)  

   UDP,   4-  .      
,    ( ).  TCP,  UDP  . 

 DNS     53,      . 
  ,  ,  UDP    IP –   

 .   IP-  -      
 Internet.       IP-  ,   

      UDP. 
       ,   
 DNS,    IP-   –  DNS ,  ( ) 

     . 
 ,       ,   ,  

  (Queries)     (Type: PTR)   (Name: 
54.0.168.192.in-addr.arpa). 
  

 
  
  

 7 –   



 
  8 –    

 9 –   
6.         ,  

    TCP,       -  
.   ,     TCP. 

 10 –    TCP 
,        .      

 TCP-     ,     .   
 (   Flags)   SYN,   .     

      TCP- ,     
 ACK,         .   

 TCP    ,        
  SYN,          .  

     .  TCP-          
  ,   .     ->     

(    ),         . 
      ,   

 ,   ,   SYN     
 FIN (―      ‖),     

   ,  . 
   TCP        (  ) 

    TCP,    . 
 [SYN], [SYN, ACK]  [ACK]   . 



  TCP          
,       .    

  FTP-   FTP-     TCP.   
   TCP .    FTP  TCP  
    .  Wireshark   

 TCP      (  ). 
 11 –    

7.   ,      
 FTP   FTP .    

  FTP . 
      "ftp".      

,    FTP,        
     ,   .  

   . 

  12 –    FTP 
:           

 ,  ,    ,   ,  
      . 

 

  



  №16. 
 ,  VLAN. 

 

  

VLAN ( .  . Virtual Local Area Network) —  (" ")  
 ,        ,  

 ,         , 
    . VLAN    ,    

 ,      ,     
    . 

 VLAN'      , ,   
.  

:  
1-  ,         

.  
2-        , 

   VLAN   3-  .  
3-          

 . 
4-    CPU     

 .  
5 -      . 

 

     VLAN    isco    
.  

 . 
 ,      .1.   

 Cisco 2960-24 .   1   . 
    –     : 0, 1  2 

      ,    -  3  
4.      VLAN ( .1). 

 

 

и . . е  ети  од и  ко ут то о . 
Т ли   . 

 

  ,  0, 1  2   VLAN 2,  3  4   VLAN 
3.     0   ipconfig.   



   2.         
. 

и . . о е к  ко и у ии о т  

 

  PING     .      
       

   VLAN 2  VLAN3,       
   . 

    .   .       
Packet Tracer          .  

      CLI.    .  Enter,  
   . ,       , 

     FasteEthernet0/1 – FasteEthernet0/5    
.  
      enable: 

Switch>en  
Switch# 
       VLAN-  ( .3).  

    :  
Switch#sh vl br 
 

и .3. о от  и о ии о VLAN  ко ут то е. 

 

      :  VLAN –  , 
 VLAN -  ,  VLAN (       ) – 

 ,     VLAN –  .     
    VLAN- .      

 VLAN 1.   VLAN       
.  

  ,    ,      
VLAN.        :  

Switch#conf t  
Enter configuration commands, one per line. End with CNTL/Z.  
Switch(config)#  



    .   VLAN 2.     
  VLAN   2.   Switch(config)#   Switch(config-

vlan)#    ,         ,  
  VLAN,    VLAN  2.     «vlan 

x»,  x  VLAN,  VLAN x     ,     
      .      

 VLAN,      , 
        name.  

      ,  VLAN 2  
:  

Switch(config)#vlan 2  
Switch(config-vlan)#name subnet_10  
Switch(config)#interface range fastEthernet 0/1-3  
Switch(config-if-range)#switchport mode access  
Switch(config-if-range)#switchport access vlan 2  

  .      VLAN 2,    
  VLAN   2.  name subnet_10   subnet_10 
   2.   interface range fastEthernet 0/1-3    

  fastEthernet0/1, fastEthernet0/2  fastEthernet0/3 . 
  range   ,   ,      

  ,    ,      ,  
      :  

Switch(config)#interface fastEthernet 0/1  
Switch(config-if)#switchport mode access  
Switch(config-if)#switchport access vlan 2  
Switch(config)#interface fastEthernet 0/2  
Switch(config-if)#switchport mode access  
Switch(config-if)#switchport access vlan 2  
Switch(config)#interface fastEthernet 0/3  
Switch(config-if)#switchport mode access  
Switch(config-if)#switchport access vlan 2  

 switchport mode access    ,    
(  ).  switchport access vlan 2 ,      

  VLAN  2.  
   ,    exit    

 ( .4),      sh vl br  : 
и . . п еделе ие по то   VLAN. 

 
     VLAN   2   subnet_10,   

  fastEthernet0/1, fastEthernet0/2  fastEthernet0/3.  



    VLAN 3   subnet_192     
  fastEthernet0/4  fastEthernet0/5.     

( .5): 
 

и . . п еделе ие по то   VLAN. 

 
 

        .     . 
    0.      . 

 1  2 ,   3  4  .   
       10.0.0.0/8    ,  

            
  . 
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 .   .   

.  .   

 

  

  -  ,     
      .  

  ,   .   
    . 

           
 .    ( )     

 ,  ,     
 ,    .  

      . 
      .   

     .    
      . 

         
 . 
    –   , 

         
  . 

     .  
        

     .    
      ,       

 .         ,  
   . 

 . 

        
 Cisco Packet Tracer.   ,   .1. 

 

.1.  . 

     ,    : 
 1 –  Switch1     (  1): 

 
 1.   . 

 IP   



Comp2 192.168.1.2/24 DNS  HTTP  

Comp3 192.168.1.3/24 DHCP  

Comp4   DHCP    

    Comp2  DNS  Web    . 
 Comp3  DHCP .  Comp4   DHCP  IP , 

 DNS   (  Provider)  .    – 192.168.1.1/24. 
 

 2 –  Switch2     (  2): 
 

 5.2.   . 
 IP   

Comp5 10.0.0.5/8 DNS  HTTP  

Comp6 10.0.0.6/8 DHCP  

Comp7   DHCP    

    Comp5  DNS  Web    . 

 Comp4  DHCP .  Comp7   DHCP  IP , 
 DNS   (  Provider)  .    – 10.0.0.1/8. 

 3 –  Hub1    200.200.200.0/24.    DNS 
  (  Provaider  IP  -200.200.200.10/24),  
     (Comp2, Comp5, Comp8). 

 4 –  Router3        
Switch3 (  210.210.210.0/24).  Comp8 (IP  210.210.210.8/24,  
210.210.210.3/24.)  DNS  Web   . 

    : 

Router1 – 192.168.1.1/24  200.200.200.1/24. 
Router2 – 10.0.0.1/8  200.200.200.2/24. 
Router3 – 210.210.210.3/24  200.200.200.3/24. 
 

: 
1 –   ; 
2 –  DNS  ; 
3 –      ; 
4 –    –     - Comp4, Comp7  Comp8.  

         . 
         DNS 

.       .   
   ,       

       – . .  .   Cisco  
        ,   

  .         
. 

  . 

          IP   
 .       , 

  ( .2)    : 



 

.2. Д  я  10.0.0.0/8. 

В     я я      ( .3): 

 

.5.3. Ф    . 

     ,    
    (  ),     

        . 
         IP   

         Comp4, Comp7  Comp8. 
 

  



  №18. 
     .    

.        . 
 

 : 

       ; 

   ,       
    

     : 

     

  IPSec 

:  Pentium (R) Dual-Core E 6700, OC Windows 7, Ms Word,  Oracle 
VirtualBox, Ethernet. 
 

  

1.          Windows 2000.  
   .  

2.        VMnet1 (  «Enable adapter», 
. 1). 

 
 
 
 
 
 
 

 

 

 

 

.1. 
 

 
VMnet1  

  «Host Virtual Network Mapping»  
  VMnet1,   

192.168.200.0 ( . 2). 
 

 

 

 



 

 

 

 

. 2.    VMnet1  

4.          VMnet1 ( . 
3).  

5.  IP-    192.168.200.2.  
6.  IP-   VMnet1   (VMware Network Adapter VMnet1) 

192.168.200.1.  
7.         IP-  192.168.1.128.  
8.       VPN,    -  «  

»  «   ».  -    
  : « -      
»; «  -  »; «    

»;   ,     .  
9.       VPN  : « » ⇒ «  

          
     » ( ).  

« » ⇒ «        -   » 
( ) 
« » ⇒ «   (TCP/IP)» ⇒ «   -    » 
( )  
« » ⇒ «   (TCP/IP)» ⇒ «  IP-   » 
(192.168.1.128 — 192.168.1.254)  
« » ⇒ «    Microsoft» ( )  
« » ⇒ «        Microsoft» ( - )  

    .  
 

 
 
 
 
 
  

 

 

 

 

. 3.  
  

   VMnet1  

10.            
   :  

«IP-  ,    » (IP-  ): 
192.168.200.1  
« » ⇒ «   » ( )  
« » ⇒ «    VPN» ⇒ «   -  (PPTP)»  



« » ⇒ «    VPN» ⇒ « » ⇒ «   » 
( )  
« » ⇒ «    Microsoft» ( )  
« » ⇒ «        Microsoft» ( )  

11.             
     VPN,    

    VMnet1   :  
« » ⇒ «   (TCP/IP)» ⇒ « » ⇒ «WINS» ⇒ «  
NetBIOS  TCP/IP»  
« » ⇒ «    Microsoft» ( )  
« » ⇒ «        Microsoft» ( )  

            
  ( , , VMnet1):  

« » ⇒ «   (TCP/IP)» ⇒ « » ⇒ «WINS» ⇒ «  
NetBIOS  TCP/IP»  
« » ⇒ «    Microsoft» ( )  
« » ⇒ «        Microsoft» ( )  

   .  ,  ,   
 .    « -      

»        ,    
   OSI  . 

    

13.       web- .  
14.         , -  

   VMnet1.  
15.       ECHO-      

:     VMnet1 (  -  192.168.200.1),    
  (         

 ).  ,  ,    
,    ICMP- .   -  
    ,    IP-  
   .      

  ,        PPTP,   
     .  

16.  IP-     ECHO-  (  4  )  
  .      . 

,    IP-       
   -  .   ECHO- ,  

   ,      IP- .  
17.     Internet Explorer    -   

  web- .      , 
   VMnet1.  HTTP- ,   80 (50h)  

web- ,    ,   80 .  HTTP-  
   GET,       URL  . 

    ,    .     
 ?  

18.   .  
19.    ,        

    :  
 ⇒    

   .       
ECHO-    .   ,   

 ,    ?  
    ?  

            
 ? 



 
  

 

1.    VPN   ? 
2.    VPN   ? 

3.     VPN IP-     
 ? 
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,     .    

.      .  . 
 

 :       . 

  

 
 1.      : 

-    VirtualBox.     . 
       .  

 2.    IP-    :  
     IP:  

1.      ( / );  
2.   mmc    ENTER;  
3.    /    ;  
4.         ;  
5.        IP     

  ;  
6.     ;  
7.      ;  
8.    /      OK.  

    IP  «  ».  
    .     

:  
1.       IP  «  

»  
2.      IP….  

        .  
    IP:  

1     – My_politic.  
2     –   IP     

   .  
   .      

       .  
       :  

1        ;  
2     123456789;  
3    .  

      .    
: My_politic.  
       :  

1.    ;  
2.      - ;  
3.         ;  
4.       ;  
5.       ( );  
6.      ,  ;  
7.    IP   IP    ;  
8.    :  

▪    ;  
▪       - ;  
▪     – My_filter     ;  
▪       ;  
▪      .  

9.        :  



▪    ;  
▪   ;  
▪          

;  
▪     ,     

IPSEC     ;  
10.     .  

        :  
◦    (   );  
◦        ;  
◦       ;  
◦   :  
1.    ;  
2.    :   ;  
3.         IP;  
4.        IP ;  
5.       ;  
6.   TCP   (  \  

  );  
7.      ;  

11.       .  
12.      .  

   : My_politic.  
   (    / ).  

  ,   ping   .  
   ,   ping        

.  
 3.   IP - . 

         ( /  
/  ).  

    :   (TCP/IP)     
.  

    .  
    TCP/IP    .  
  TCP- ,   :  

◦    TCP-        ;  
◦      HTTPS – 443;  
◦     

▪     SMTP – 25;  
▪     POP3 – 110;  
▪  FTP – 21;  
▪  Telnet - 23.  

◦     .  
    Telnet.  
     TCP/IP  .  
   :   (TCP/IP)  .  
   .      Telnet  

  (  Telnet     Windows    
      ).  

 4.   Windows:  
1.    ( /  /   

/  Windows).  
2.    Internet Explorer  :  

1.          .  
2.    Internet Explorer     .  

3.    :  
1.    ;  



2.         ;  
3.      ;  
4.     .  

4.     .  
5.        Internet Explorer  

   ,      ,    
    ,  -       

.  
 

   . 
 

  
1.    . 
2.   ,    . 
3.    ? 
4.        ? 
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      .   

.      . 
 

:    ,         
 .   SNORT. 

 
  

   (IDS) —    , 
         

         . 
    ( . network intrusion detection system, NIDS) — 

  ,      , 
 DoS ,        . 

  IDS    ,    
   ,        /  

     .   ,   
    (IPS — Intrusion Prevention system ( .)), IDS  

   ,       
    .     

    . 
        , 

         .  
       ,    ,  

    ,   ,    
     . 

Snort —      (IPS)   
 (IDS)    ,       

      IP- . 
 , ,   ,    

           
,       ,   , 

  - , SMB-      . 
       , 
 ,    . 

   ,      Windows NT, 
Linux, BSD, Mac OS X,    .      

, Snort   ,    .  
     —   , 

         
    .  ,  Snort   

,       , , , 
  IP- ,  TCP     

 . 
 :  

1)     

1.        Snort  
     WinPcap (WinPcap_3_1.exe). 



  

. 4.1.  WinPcap    

2.    Snort  2.4.3    
«Snort_243_Installer.exe»     -  

.   Snort    « :\snort»,   
     « :\snort\bin».   Snort 

   ,  . 4.1    
,     .     

    ,    snort -? 



 

3.     Snort    
. 

 

1.   Snort. 
2.         
snort –W 
3.  Snort         

   ,       
 : 

snort –v–i1–n3 
4.   ,        

 ( ,  -  IP-  ping). , 
      . 



4.  О    

    ,     , 
  Snort.        

 « :\snort\doc\snort_manual.pdf» 
    ,     

    ,       
   «\». 

    :    . ,   
,  : 
1.  ,    (alert,log,pass  .). 
2.  (tcp,udp,icmp,ip). 
3.IP-       ,   

     . 
 alert        

    .  log     
 .  pass    (  ). 

     ,    . 
    ,    —    

< >: < >;.      . 
    (  ): 

alert < > < _ 1>[/ _ 1] < 1> < > 
< _ 2>[/ _ 2] < 2> ([msg:"  ";] [ _ ]) 

 
−alert — ,      , 

  ,      « » — 
    

−< > —   (tcp, udp, icmp, ip) 
−< _ >[/ _ ] — IP-    , 

 IP-     :192.168.247.0/24,  
192.168.247.1 
−< > —       1:1024   
   1  1024,1024: —      1024, :1024 — 

   1024  
−< > —    ->,<- <> 

 IP-      any, 
   . 

     ,     
       .   

 : 
−meta-data—    ,      

; 
−payload —         

«  » ( ) ; 
−non-payload—       - 

; 
−post-detection—      , 

 . 
. 4.2    ,     

  . 
      ,  
       

offset depth,      ,    . 
 



 



 
 IP-   ,      

: 
var < _ > < _ > 

      ,       
 $. 

      ,    #.  
             

 : 
#< > 

         , 
  ICMP- ECHO (  8): 
#    
var HOME_NET 
192.168.247.1 var  
EXTERNAL_NET !$HOME_NET 
#  -  (ping' ) 
alert icmp $EXTERNAL_NET  
any ->$HOME_NET any (msg:"Incoming ECHO REQUEST"; itype: 8;) 

 
  Snort 

 Snort     ,   
   . ,     , 
    log.       

    ,   .    



      tcpdump,      
    .     

   ,        
,  Snort. 

  Snort    ,         
 ,        Windows: 

snort -i< >-c< _ >-l< _ _ > 
 

< > —  ,      snort –W 
< _ > —   ,        

 
< _ _ > —   ,       

: 
snort -i3-c ../etc/my.conf-l ../log 

  ,       ,   «  
». 

    Snort,    <Ctrl+C>. 
   ( . 4.3),    ,   

 2.       . 



 

: 

5.    «\snort\etc»  «my.conf»,   : 
var HOME_NET <IP- _ >var EXTERNAL_NET !$HOME_NET 
6.    «my.conf» ,    ECHO-

. ,   ,     «\snort\bin» 
  (  «  »): 

snort -i< >-c ../etc/my.conf-l ../log 
    ECHO-   ,  

: 
ping <IP- _ > 
7.   «my.conf» ,   . 4.3.    

   SMB  : 
net use \\<IP- _ >\IPC$"" /user:"" 



    ?      
 ? 

В     

 Snort   ,     
 . ,  ,   ,   
      TCP-  

  RST.         , 
 ,    , .  ,   

    RST,      . 
 ,  ,     Snort, 
     .    

   : 
preprocessor flow: stats_interval 0 hash 2 
preprocessor sfportscan: proto { < > } scan_type 
{< _ > } sense_level 
{< > } logfile { < _ _ > } 

      Flow,    
   .     sfPortscan, 

     (     
): 

< > —   (tcp,udp,icmp,ip_proto,all) 
< _ > —    

(portscan,portsweep,decoy_portscan,distributed_portscan,all) 
< > —  (low, medium, high) 
< _ _ > —  ,        

   
      ,   -c   Snort. 

          
 «  » (  high  ).      

  sfPortscan      Snort. 
    sfPortscan: preprocessor flow: stats_interval 0 hash 2 

preprocessor sfportscan: proto { all } scan_type { all } sense_level { medium } logfile { 
portscan.log } 

   Snort       2   
.  ,       ,  

     Snort,         
.       ,     

.  ,     , 
  , Snort     . 

 

8.   «my.conf»       
sfPortscan.    nmap ,     

   .      
: 

nmap <IP- _ > -v -sT -p < _ > —     
   (  Connect)nmap <IP- _ > -v -sS -p 

< _ > —       (  SYN) 
nmap <IP- _ > -v -sN -p < _ > —    TCP-

   (  NULL) 
nmap <IP- _ > -v -sX -p < _ > —    TCP-

    
(  XMAS) 



9.         ? 
      ?     

   Snort? 

 


